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IRI, The CoSort Company

Vendor Background

e Specializing in fast data management and data-centric security
e Privately owned and profitable since 1978

e Sales and support in more than 40 cities worldwide

e Organically grown, shared metadata and Eclipse IP stack

e Featured in: CIO Review (top GRC and Compliance vendors);
DBTA; Gartner Market Guide to Data Masking Tools; and in the
QY, Markets & Markets, and Research & Markets forecast reports on

Data Masking, DB Security, Data Classification, Data Governance

CIRI
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IRl Data Masking Reference Customers & Partners

Most IRI data masking customers profile and protect Pll in RDBs, flat files
and Excel sheets on premise, or in the cloud. Recent engagements also

involve NoSQL DBs, documents, images, and EDI and log files. Streaming
and Hadoop data sources, plus faces, are also supported. Entities include:
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Selected Recognitions of IRl in the Data Governance and Security Industry

BARC Technology Map for Data Governance 2021 (IRl Voracity)
Bloor Research Test Data Management InBrief

CIO Applications: Top 25 GRC Technology Providers

ClO Review: 20 Most Promising Compliance Technologies
Computerworld Germany (IRl FieldShield)

DBTA: Trendsetting Products (IRl DarkShield)

Forrester Research Now Tech: Data Masking Q1'2021

Gartner Market Guide for Data Masking (2017-2021)

Global Data Governance Market Size & Analysis through 2026
Global Data Masking Market Size & Forecast verified 2020
Insight Partners - Data Classification Market to 2027

Insight Partners - Test Data Management Market Outlook to 2027
Markets & Markets - Data Governance Market to 2024 - Visionary Leader
Markets & Markets - Data Masking Market Forecast to 2022
Outlook Series: The Case for Data Masking

QY Research - Global Test Data Management Market to 2025
Privacy & Data Security Law Journal

Research & Markets - DB Security Market to 2022

CIRI

Total Data Management


https://www.iri.com/resourceViewer/pdf/articles/Bloor_Research-IRI_TDM_InBrief.php
http://www.computerwoche.de/a/tools-zur-anonymisierung-von-daten,2556628
https://www.iri.com/news/press-releases/dbta-names-iri-darkshield-a-2019-trend-setting-product
https://www.verifiedmarketresearch.com/product/Data-Masking-Market/
https://drive.google.com/file/d/0B7u7SJWTVPruQm5TcmVnaU9mQ0lWTUFFSExzTlBxdm9ubkdV/view?usp=sharing
https://www.marketsandmarkets.com/Market-Reports/data-masking-market-24977919.html
http://www.outlookseries.com/vendor_perspective/IRI_Data_Masking.htm
https://www.qyresearch.com/index/detail/894541/global-test-data-management-industry-research-report-growth-trends-and-competitive-analysis
http://www.atlanta-businesslitigation.com/Privacy-Data-Security-Law-Journal-Information-Sharing.pdf
https://www.linkedin.com/groups/4528678/4528678-6363758759885447168
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IRI Data Manager Suite

(5 IRI CoSort

Sort, Transform & Report

Speed or replace legacy sorts, and batch/ETL/SQL transforms

e Filter, sort, join, aggregate, pivot, cleanse, lookup, calc, etc.
e Map, migrate, federate, and replicate data from 150 sources
e Segment data, capture changes, report details / summaries
e Analyze changing dimensions, support complex transforms

(® IRIFACT

Fast Extract for DBs

=\ \ \ =

Speed RDBMS unloads for archival, migration, reorg, and ETL

e Extract tables to flat files in parallel using SQL queries

e Convert and re-format to change data types and layouts
e Create the data definitions for IRI software and DB loads
e Pipe to CoSort and DB loaders for faster reorg and ETL

(5 IRl NextForm .

Data, File & Database Migration

@ IRI Voracity

An Insatiable Appetite for Data

Unlock data and move between apps, DBs, and platforms

e Convert, federate, remap, and replicate legacy data

e Migrate data between databases and create new tables
e Change file formats, data types, and endian conditions

e Find, extract, and structure data in unstructured sources

(™ IRl RowGen

Smart Test Data Generation S

Prototype DBs and ETL, stress-test, outsource, benchmark

e Use real data models and formats, not production data

e Combine generation and selection, create new formats
e Preserve referential integrity and frequency distributions
e Feed test DBs, files, and custom reports simultaneously

Consolidate tools and tasks to process, protect, prototype, present

e Discover, define, and manage data in legacy and new sources

e Combine data integration, migration, governance, and analytics
e Exploit CoSort or Hadoop engines for optimum throughput

e Leverage Eclipse familiarity, functionality, and extensibility

C IRI

Total Data Management

© 2021 Innovative Routines International (IRI), Inc. All Rights Reserved.
CoSort, Voracity, NextForm, DarkShield, FieldShield, CellShield, and RowGen are
trademarks or registered trademarks of IRI. FACT is a trademark of DataStreams
Corp. All other product, brand, or company names may be (registered) trademarks
of their respective holders.

IRI Data Protector Suite

(> IRI FieldShield

PIl / PHI Classification & Masking

Static and dynamic masking of structured data sources

e Search, profile, and classify sensitive data in DBs and files

e Encrypt, hash, redact, pseudonymize, randomize, tokenize
e Apply cross-table rules to save time and referential integrity
e Score re-ID risk and audit your jobs to verify compliance

(® IRI CellShield

PIl / PHI Search & Mask in Excel

Discover and de-identify PAN/PHI/PIl in Excel spreadsheets

e Define or re-use patterns to search for sensitive data
e Locate, report, and open all found ranges in the LAN

e Click to encrypt, mask, or pseudonymize data directly
e Auto-log protections to verify privacy law compliance

|~ (( IRI DarkShield

Unstructured Data Search & Security

Discover, deliver, and delete sensitive information everywhere

e Find Pll in LAN and cloud sources using multiple methods
e Simultaneously de-identify, remove, or report those values
e Mask text, MS, PDF, Parquet & image files + LOBs & NoSQL
e Comply with the right to erasure, portability, or rectification

N
. (7™ IRI DMaaS

Data Masking as a Service

Leverage expert data privacy engineers to find and mask Pll

e Avoid learning curves, software expenses and staff diversion
e Reduce risk by agreement, monitored VPN, or secure cloud
e Use operational logs for reporting and compliance audits

e Select from competitive hourly, daily or project rates
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Files

COBOL, CSV, Fixed, LDIF,
LS-RS-VS, MF-ISAM, MFVL,
Pipes, VB, Vision, XML, etc.

Mainframe
Adabas, Datacom, IDMS, IMS,
ISAM, Pick, Unidata, VSAM, etc.

Semi & Unstructured

@“} EE . - 7HL7)X12
m Images

BMP, DICOM, GIF, JPG, PNG, TIFF

‘&{ Other Sources
—1 Custom Apps, ETL/ELT Tools,

Packaged Apps, Web Logs

Business Partner

| (ﬁﬁ]

Software
Partner |

PARTNER

Novell

Business
Partner

Data Quality

Data Masking

DB Subsetting
Re-ID Risk Scoring
Data Reconciliation
Test Data Synthesis
Data & Metadata Lineage

DISCOVER

Data Classification
Dark Data Search
DB & File Search

DB & File Profiling
ER Diagramming

Metadata Definition
Metadata Forensics

INTEGRATE

Slowly Changing Dimensions
’ Public/Private Mashups
Change Data Capture
Fast DB Un/Load
Data Federation
One-Pass ETL

An Insatiable Appetite

DESIGN

Wizards with Rules
Graphical Dialogs
Scripts with Outlines
Metadata Form Editors
Workflow/Mapping Diagrams
DataSwitch No-Code
Erwin Mapping Manager

DataSwitch TR
=~ erwin

Connecting Data

IRl Voracity
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MIGRATE

for Data

DEPLOY

CoSort CLI/API
MapReduce 2 (Grid)
Spark (In-Memory)
Storm (Streaming)

Tez (Batch)
CD/CD, Java, SQL, YARN
Eclipse or Any Scheduler

Incremental Replication
Data & File Types
Endianness

Databases

JCL Sorts
ETL Jobs

ANALYZE

loT Feeds
Embedded BI

Data Wrangling

Cloud Dashboard

Predictive Analytics
Clickstream Analytics

In Datadog, KNIME & Splunk
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Big Data Platforms & Streams
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Q Cloud & SaaS
A

Azure Amason S3

HUbSPDt Marksto el;fjuo
Custom Reports

Detail & summary reports

@ Databases

oracie

> 0

sh

o Micsosolt
DB2 Mg:mmL 7 SQL Server

.mongoDB ms elasticsearch 3% <o\,

< la

B o
.— Files

ASN.1, COBOL, CSV, Fixed, JSON,
LDIF, LS-RS-VS, MF-ISAM, MFVL,
Parquet, VB, Vision, XLS/X, XML

Other Targets

Custom Apps, Data & SpreadMarts,
ETL/ELT Tools, Federated Views,
Packaged Apps, DB Clones, DevOps

' O ORACLE
melissa oz (eanTnERNETWORK
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|IRI Data Masking Tool Architectures

(7 IRI FieldShield Architecture (5 IRI DarkShield Architecture
PII/ PHI Classification & Masking Both Structured and unstructured Unstructured Data Search & Security
. data discovery functions -- including
Job Designers e . Front-Ends
classification, search, and metadata
IRl Workbench S IRl "Sandkey" API creation -- are performed in IRI IRI Workbench JRECLI RPC API
ullt on Eclipse = -
Any Text Editor Com:lwl:ult, \sNindocks IRI "Gulfstream™ API Workbench data diScovery wizards. Built on Eclipse For Batch Jobs, For Apps &
CI/CD (DevOps) Web Services

Runtime Engines Static data masking (SDM) jobs are Back-End
usually built in IRl Workbench, while
user-specific dynamic data masking PERIERISICRES S SOttt
(DDM) is available in multiple options ’—k—‘

(see matrix on slide #27).

Data Class Data Rule S .
Discovery Masking FieldShield [ Nextform

Method: Functi S
SHEE SHEIOE DarkShield

ot IRI SortCL

Programs

VGrid Gateway
to Hadoop

MR2, Spark
Storm, Tez

(SQL, Java, C,
PowerShell, etc.) DarkShield | Nextform

EEd Voracity data manipulation and
masking jobs use the IRI CoSort
(SortCL) engine on commodity LUW
hardware, on premise or in the

ke ) _ cloud. No database or cloud API is -
- & | - - IS a
e Apps needed. This reduces runtime Storage
overhead, administrative complexity,
‘% A kl) x and risk. The executable is also FR \IJ
Bl & Analytic Tools Streams APIs Brokers Custom Reports mEtadata'Compatible With, and Images Streams [Ereaigie

masks within data integration,
cleansing, and reporting jobs, too.

Sources & Targets Sources & Targets

Finally, no server framework is
required to orchestrate jobs. This
fosters more granular allocation and
tuning of resources, and the sharing

of metadata artifacts. (ﬁ IR'

Total Data Management




IRI Voracity Communication & Networking Architecture

On-Premise / LAN

Optional
sortcl
(Voracity)

IRI Workbench Client

Optional
sortcl
(Voracity)

IRI Workbench Client

Optional
sortcl

File Server Voracity)

IRl Workbench Client

IRl Workbench Client

Cloud Networks

Optional
sortcl
Voracity)

IRI Workbench Client
5%

Web service

MS
saL
Postgr
saL

MongoDB ;

Sample Sources & Targets

Oracle
MySsQl
HIVE
SAP

HANA

Cassandra

E &

Amazon S3

Mainframe Other RDBs
Files via
NFS, FTP

Azure MS SQL

Amazon Aurora/Redshit
Elasticsearch
Oracle DB Cloud
Salesforce
Snowflake
Teradata Vantage

On-Premise Web Server
e.g., DarkShield ("Plankton")
RPC API Services

I~

/
1@/ [

HTTP/S
via Nojde js
ety

Standalone
Engine Option
Remote (SSH)

/

Optional: IRI Workbench
Cohosted / Container

Encryption Key
Managers:
Azure Key Vault,
Townsend AKM

A/D & LDAP
Integration

Third-Party Integrations

DB Cloning & Test Data Hubs:
Actifio, Commvault, Windocks
Cigniti BlueSwan, ValueLabs TDH

Ve o

@ IRI Voracity

An Insatiable Appetite for Data

Outside Networks

Supplier Portal Staff VPN loT Edge
=

fg— 0

Bl & Analytic Targets:
BOBJ, Cognos, Cubeware
Datadog. iViz, KNIME,
Microstrategy, Oracle DV/D,

Splunk, Spotfire, Tableau

PowerBlI, QlikView, R, Sisense,

Hardware
Prerequisites

For x86 systems, a
minimum
configuration for
Workbench would
be 4GB of RAM
and 10GB of free
disk space, after
the installation of
any VMs, DBs, etc.
However, 6GB and
up works best for
each system to
accommodate
multiple database
connections and
table parsing for
metadata and job
definition.

For schemas with
hundreds of tables
to enumerate, as
much as 64GB of
RAM could be
appropriate for the
Workbench
machine(s) where
RDB-related jobs
are built.

IRI also recommends where possible the co-location of the licensed back-end (SortCL executable) on or within close network
proximity to database source or target servers for performance reasons, particularly if there are known network bottlenecks.

CIRI

Total Data Management

Data maps, masks, munges, and mines essentially at movement speed, so consider network and /O resources.



IAM/RBAC Now & Later E——

Master [AM/Log Log File Tool/s
Policy File (Read, Report,
Form Editor Refer, Recommend)

Today, you can assign permissions via encryption 20 yuite & Enorype | R oo
keys for select decryption, and: to data (file) sources, . P Decrypt s Parse 8 LogFile
. . ] Policy File
IRI masking programs (sortcl.exe), and the scripts - /
they run (spec.fcl) in LUW file systems using central A 7 :
LDAP/AD settings. You can optionally control them Nev\;, .scl Script S'ubsez:l ‘ Active Directory
: : . 0 tion Po F
via Apache Directory Studio in IRI Workbench: (s creaion) 5,,e,,'t“éu,,d§,‘ Updates 1AM Model
Add build # to scripts +
109 @ @ @ 12151 51+ sy o — = 2 (Over)Write & Encrypt
[ RSO = 0|6 o T ; 3 '} Subset Policy File tied to script
> 1o [t o e =k * build # that pulls {data class)
o :::sznmn i:i’:::;" ovvcesd | \ info from Master Policy File A
) e o o—
@ New Batch Operation... hecName CN=dmegahan CN=Users OC = svdney.DC = atlas s ian OC w com.
% | | wwwroot Properties [ ]
T =5 e — Production (Remote) Server
.| X Delete Entry ® Z:e:;tl:;na::e\pm\wwwmu SCI
e nome e Job Script
o [l sortclg y sortcl (as was)
<" Reload Attributes and Children :S i 5 y l‘\ .
Probetits o 3 Excel Expon.. Pemissions for USR Mlow  Deny d ——A——————— be
;;I;ymml j = i j
Read & execut v
List folder contents v LY
Read v
Wite v
Open Connection ‘Fﬂﬁ./iw pex\ssions or advanced seftings. Decrypt 8 Honor
eam sbout access cortrol and pemissions ? ? Policy Files.
. Write & Encrypt

Log File

Soon, the IRI client/server governance system

illustrated on the right will all you to assign and | oont Fie
enforce RBACs to the same elements above, and ¥ (Encrypted) Log Eile
to more granular elements like field names (mapped b Sebeet <}“D (Encrypted)
from data classes), functions, and perhaps specific @ Policy File
data values (or ranges of values). e cotrEad)



https://www.iri.com/solutions/data-masking/static-data-masking/encrypt/key-management
https://www.iri.com/solutions/data-masking/static-data-masking/encrypt/key-management

Cloud Data & Systems Support

FieldShield can read/mask/write data in cloud DBs like
Oracle 19c, Snowflake, MS SQL in Azure, AWS Redshift,
etc. via JJODBC, plus URLs & message queues.
DarkShield supports files in S3, GCP and Azure Storage,
plus any RDB, 9 NoSQL DBs, and SMB-tied cloud drives
like Dropbox and Sharepoint. Both operate on-premise or
in the cloud, on bare metal shapes or VMs running
Windows, Linux or Unix.

4 (- Database Connections

E4 MySQL
4 ﬁj Snowflake (Snowﬂake V. 2.57.0.6.9))
[J snowflake
54 Oracle (Oracle v. 0.2.0.2.0 - 64bit Production)
ODA Data Sources

URL Connection Details

URL Connection Details

€3 Enter a name for the connection.

Name:

Scheme: [

ftp
hdfs

Port: http
kafka

moniodb

s3
Authentic: sftp

Host:

Add user name and password to connection string

User:

Password:

(@ workspace - IRl Development - IRl Workbenc! space Ty
File Edt Nevigete Sesrch Project Rum Window Help
(=82 QEsc@-F-é-8-

25 Project Explorer % =i =5
2 SCD [workbench-de 4 protectfcl | [5) quenylsal SQU Resuts 1
erna_P: kben =
% :—..,y- sttern_Search b X %M B
o @ Snowliake SK  C_CUSTOMER D C_SALUTATION C_FIRST_NAME C_LAST NAME C_EMAR_ADORESS CLASTRE *
4 (> metadata AAAAMMAAEGKNIEAA  Ms. Wendy Dion Wendy Daon@ HUSKeyLySmzQpl.. 452613
Jjobinfo ARAABALA] AA Mass NULL NULL Ruth Hurtado @vFdsHCrODA.com NULL
& TPCDS SFIOTCLC) ARAAMMAAGGKNIEAA M. Hesman Christie Herman Christie@fkcFet TQeom 452334
W iriLibrary.raes ARAAAAAAHGI Miss Keistina Hemandex Knstina. Hemande@V.com U299 E
o & protectrel ARAAMMARIGKNIEAA M. Michael Robinson Micheel Robinson@sDKvjfEFgedu 45430
‘ i Or. Timathy Bamow Timothy Barrow@BHEGEONSTHP.. 2452528
R Dats Source Explog AAAAAAAAKGKNEEAA M Scott NULL NuLL NuLL
AAAAMMAALGKNIEAA M. Rits Cuneingham Rita Cunningham@€TUBZAdOFTLe.. 2452399
AARAAARAMGKNIEAA  Mirs. Gina Russell G, Russell@n20b.com usu97
104734509 ALAAMLAANGKNE A Sir. Whitney. Henne Whitned@VVesiB edu. v g o
. m '
Total 11 records shown
[ iobinfo 52
© Console 2 |[£] Problems (7] Properties. T, Scheduler 9] Error Log | 5y Progress. | B =]

Stored Procedure  SortCL job: CAIRNworkspace\Seomflake\protectfcl
Tables C:\IRI\CoSort95\bin\sortcl /speceprotect.fcl -
[ CALL_CENTE!

= CATALOG £ 4774500 - wendy Chmielowiec Iqody . Fcdwd QU G bl.rws 2452635 L
B caTalocRE. || 77430 - Misty Icbf . MedgENCRkUbEC20bYOA. vice
1 ! 4774502 - Herman Crubsugh Thfnfx. Ndzeibfy@jelQvisil oyu 2452334
[ CATALOGS® 4774505 - Kristina Rozza Sbebjeyq. Cgolnhpraft. reu 2452399
4 ™ CUSTOMER ~ 4774504 - Michael Vandenbos Frxvage. UzcpvarofizTBwcXIVE spv 2452430
‘ m v | arrases - Timothy Salfer Fujvvvs . FabzvaPsLgdRxINEKIShpaQ. oug 2452528
o - | 4774306 o Scott Vasan
&£ Remote Systems O arzaser - Rits Weverks £grw. Dsdnesnoexfzh xDEBHNILY , hfd 2452399
£8 = | % <« A774308 - Gins Barnabe andagesIs 2452497
- e - o a774509 - = Pilarz 5z 2452527
h Local Flles 1| arrasie - Somanths Seinborn Tuf2300n . Anefoym§?332u. xob 2452459 .
T Local Shells ]l ¥

Displayed 35 of 35 results: 17 succeeded, 13 failed, 0 terminated, 0 waing, O criticed arror

B Q¢ m%]

3P
12-09-26

‘workspace-demos - IRI Development - Alex]/sort_speed2.scl - IRl Workbench - C:AIRNworkspace-demos.

File Edit Navigate Search Project Run Window Help

=R M A RE B EE B O SR R R
& Proj...

Quick Access |

= B ||B= outline 2
4 2 Model
# Comment
I Job Control Section

& Transform Mapping Diagram 52 |
G- Biv| S| O m et @

13 sort_speed2scl 53
154 Generated with IRI Workbench - New S ~

p @&
=

% S = i ‘reas- - dovidf ) 4 I Input Section
- 2013-05-24-10:21:45 4 7 "http://207.251.86.229/nyc-links-c
f (= Mapping ... | [@ Process: RECORD
2P Mapping 7 JINFILE="http://207.251.86.229/nyc-1in & LinkSpeedQuery
3] devices-by| } Soo s /PROCESS=RECORD @ metadata/speed.ddf
(5] devices-by) & Input /ALIAS=! Linkspeedeuew . Omit where DATAASOF LT "8/
4 Y Action Section
3] devices.cs) 8 obsC JOMIT WHERE DATAASOF L - = n
b @ finks_sort. = 4 Stream: true.
3] LinkSpeed = T ——ll] /sTREAN 4 [8 Output ection
o . 4 W stdout
5 G Pre Action @ Process: RECORD
> [ represental - 4 @ Outskip: 0

—
Field Opti..

ls] sample.cs\ 18 /F!ELD-(ID TYPE=ASCII, POSITION=1 ~
> B sort_speed |1 i 3 Agaregation P A " - ;
> i sort_speed = =
> 3 sort_speed| © Console 53 |[£] Problems| (7] Properties| & Scheduler OlntemalWemewser‘ | mB~8y=
> @ sort-devic) |||SortCL job: C: led\sort_speed2.scl
» @ > CoSort_Basi C:\IRI\cosort10@\bin\sortcl /spec=sort_speed2.scl
> @ > CoSort BIRT N . . .
= v e anh Status” DataAsOf” “1inkId" = B & yLine” = inelvls™  "Owner” "Transcom_id” "l
23 T "9/7/2018 11:24:18" "4616337" "40.74047,-74.009251 40.74137,-74.00893 40.7431706,-74.008591 40.7462304,-74.00797 40.74812,-74.0(
> @ 9/7/2018 4616323" .77158,-73.994441 40.7713004, -73.99455 40.77085,-73.99467 40.76997,-73.99481 40.7701604,-73.9%
> & 9/7/2018 .5256,-74.23039 40.52551,-74.23214 40.52539,-74.23344 40.52526,-74.23765 40.52493,-74.24395 40
> @ "9/7/2018 170631, -74.01501 40.705380,-74.01528 40.76496,-74.01546 40.70374,-74.01574001 40.70304,-74.015
. @Y 9/7/2018 .68036, -74.00441001 40.6822,-74.0057201 40.6837,-74.006440 40.68563,-74.00757 40.6941205,-74.0:
=] 9/7/2018 18271666, -73.84993 40.52771,-73.84671 40.8284165,-73.843471 40.82869,-73.84133 40.8287905,-73.1
QE““ "9/7/2018 8240706, -73.874311 40.8247,-73.86959 40.8251906,-73.86596 40.832536,-73.86426 40.52587,-73.859(
> G "9/7/2018 .8242005,-73.874361 40.8249804, -73.868411 40.8254,-73.865281 40.82591,-73.860311 40.8266906, -7
> e 9/7/2018 .79789,-73.91988 40.79771,-73.92004 40.79758,-73.92022 40.7974704,-73.92059 40.797501,-73.9210¢
> & 9/7/2018 .772251,-73.919891 40.77391,-73.9222 40.77474,-73.92301 40.77647,-73.92431 40.7783606,-73.92571
> &

+83037,-73.85062 40.82996, -73.849251 40.8204605,-73.847771 40.5290406, 7384645 40.8288104,-73

CIRI
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Metadata Integrations

Voracity tooling consumes metadata from any structured source for data classification, profiling, search, de-ID, ETL etc.

FieldShield & RowGen job scripts also produce metadata for several DB load utilities in multi-DB masking & test data jobs.

Their data definition file metadata can also be exported (e.g. target field layouts) in CSV for catalog tools like Collibra.

DarkShield reads attribute metadata about source files, and produces artifactual metadata from its search and mask ops

and it can auto-forward or populate Splunk ES with that information for analysis, dashboarding, or adaptive responses.

MIMB, erwin, DataSwitch and ValueLabs TDH hub and feed FieldShield DDF and .FCL specs from external metadata:
Bridge Mapping

Meta Integration Repository (MIR) "IRI CoSORT SortCL Data Definition File™

Metamodel Metamodel Mapping Comments
(based on the OMG CWM standard) IriCoSort
Attribute [FIELD
Comment # Comments in the DDF file
Description # Comments in the DDF file
Name field name (if physical name is not specified)
PhysicalName field name e —— o &Y O

Position TR L) Export IRI Voracity Mapplng ==l & §i < ™
DataType Data Type name cowencre  baorceTaze hore seceCohmn Mare  Scece kource  Dacsencinde TagelYyden Togel Dvdcemacs Homw  Tapelabie Nzre  Togel Coavnscme  Tapr
Coheny Tolern Mare Coda
Z ok e Irvaiy Uaky
Length Field length
= il oL ~Lowlortony elteverpiey v - Avertaeizes AZurtarese AR oo ldirigelteTin? omTeriantay
Scale Field scale
1o 30 N
». XL~ Ll I st . Jel i !
= P 3 e st u 2 = Ariae ol s

All IRl metadata -- including data source/target layouts, job/task speci and batch files, worfklows and metamodels, discovery
configurations, search matchers and masking rules -- can also be team shared, secured and version controlled in Git et al

B Conscle | (2. Problems | T Properties &%) Git Repositories |8y Git Staging £2 = 1 |E Console |[2: Problems | [ Propesties ¥ Git Repositories |8y Git Staging £3 =

Filter file: P~ Filter f 2@ °
] NewRepo J NewRepo
Unstaged Changes (1) Commit Message & ? Unstaged Changes (0) Commit Message

i) > mortgage.scl - Basic Project/scl - Ychange /outfile header.
Staged Changes (0) Staged Changes (1) ~ \
i mortgage.scl - Basic Project/scl
S
[Commitand Push] [ ) Commit Commit and Push| [ ) Commit Total Data Management


https://www.iri.com/blog/iri/iri-workbench/introduction-metadata-management-hub/

Data Sources (Standard)

Acucobol (MF) Vision
Altibase (FACT)
ASN.1 CDRs
C-ISAM
CLF web logs
CSV
DB2 (UDB)
DB2 for i5/0S
DB2 for z/OS
Delimited
Derby (WB)

ELF web logs

ESDS
Excel
HL7 (DS)
HSQLDB (WB)
IDX 3,4 & 8
Informix
Ingres
LDIF
JSON
Line Sequential
MariaDB

MaxDB

MF- & RM-ISAM
MF Var. Length
MySQL
Oracle
PDF (DS)
PostgreSQL
Record Sequential
RTF (WB)
SQL Anywhere
SQL Server
SQLite

Sybase ASA/E & IQ

FACT: requires IRI Fast Extract (FACT) DS: requires IRl DarkShield
WB: requires IRl Workbench, the free Eclipse GUI for FieldShield, etc.

Tibero (FACT)
Teradata
Text
TSV
UTF-8 & 16
Variable Block
Variable Sequential
VSAM MVS (UniKix)
Web Services
Word (DS)
X12 (DS)

XML

CIRI
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Data Sources (Legacy)

Access
Adabas
Advanced Pick
ALLBASE
Alpha5
Amazon RDS
Azure
BizTalk
Cache
Clipper
Codasyl
CorVision
ConceptBase

D-ISAM

D3
Datacom
Dataflex
Db4o
dBase
Desktop Adapter
DL/1
DSM
Enscribe
Enterprise Adapter
FileMaker
Firebird
Focus

FoxPro

GA-Power 95, R91
Gemstone
GENESIS
Gigabase

H2
IDMS
IDS
Image
IMS
Interbase
Intersystems
ISM
Jasmine

JBase

K-ISAM
Knowledgeman
KSDS
Lotus
Manman
Mentor / pro
MO
Model 204
Mumps
MyBase
Netezza
NonStop SQL
ObjectStore

Paradox

Pathway
PDS
PervasiveSQL
Pick/Pick64+
PI-Open
Powerflex
Powerhouse
Progress
QueryObject
rBase
R83
Rdb
REALITY

Red Brick

RMS
Reality/X
RRDS
Sequoia
SFS (VS¥)
Sharebase
Supra
Terracotta
Total
Ultimate
UltPlus
Unidata
Universe

VSAM VSE

CIRI
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Data Sources (Modern)

Amazon EMR Hive
Amazon RDS

Apache Cassandra

Apache Hadoop Hive

Azure CosmosDB

Cloudera CDH Hive
Cloudera Impala

Database.com

DynamoDB
ElasticSearch
Google BigQuery
Google BigTable
Hortonworks Hive
Hubspot

Kafka Connect

MapR Hive

Redis & Solr
MarkLogic (XML)
MongoDB

MS Dynamics CRM
MS SQL Azure

Oracle Eloqua
Oracle Cloud DB

Netezza

Parquet files
Pivotal Greenplum
Pivotal HD Hive
SAP HANA
Salesforce.com

Snowflake DB
Spark SQL
Vertica DB

IRI FieldShield finds and masks structured RDB data on-premise, or in HDFS, AWS, Azure, GCP or OCI, plus: data in

flat files (which can also be in S3 buckets or Hadoop), as well as ASN.1 CDRs, MF-ISAM or Vision fies, and Excel sheets.
IRI DarkShield supports RDB and flat file data, too, plus: semi- and unstructured data in static or streaming text, log and
EDI formats like JSON, HL7, X12 and XML; C/LOB columns in RDBs; Excel, PDF, and Word documents (including PlIl in
their embedded images); NoSQL DBs; and, image files (BMP, DICOM, GIF, JPG, PNG and TIFF). The DarkShield API can
run on premise or in the cloud, and read/mask/write PII from/to files in AWS S3 buckets, Azure BLOB, GCP Storage, or
SharePoint (OneDrive). IRI CellShield only supports Excel (XLS/X), and works inside Excel, on-premise or in Office 365.

CIRI
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Pll / PHI Classification & Masking

((: IRI FieldShield

IRI Data Protector Suite



IR| FieldShield

Sensitive Data Classification and Search Wizards

To facilitate data masking, IRI FieldShield includes: Pl definition (cataloging through data
classes); discovery through string (literal or dictionary), pattern, and fuzzy-logic searches;
statistical reporting; and, automatic metadata creation.

Fit-for-purpose GUI wizards deliver:

;m em— = e DB and file data classification, with

Cennection profile:

B e— search and masking rule matchers

L o e DB profiling, ERDs, and table searches

Tl

e Flat-file profiling and value searches

it
Er§§§§§§

i1t

e Data class searches through schema

[Lengthsl

3
i

and directories for bulk discovery

mmmmm

e Metadata discovery and definition

e Dark data search and structuring, with

metadata reporting (see DarkShield)

CIRI

Total Data Management




IR| FieldShield

Search Result Reports, Dashboards & Exports

In addition to report-formatted and machine-readable outputs from PIl search operations in
IRI Workbench, FieldShield users can also see details at a glance in digital displays, or feed
that data to tools like Splunk Enterprise Security and Datadog for analytics and action-taking:

Count Measurements

Number of Companies 3
15
N
M
w
3

CIRI
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Multiple Masking Job Design Options

IRl FieldShield and other Voracity data
masking, cleansing, transformation,
migration, reporting, and wrangling jobs
can be created and run inside or outside
of IRl Workbench.

Job design methods supported inside:

1)
2)

3)
4)
5)

Job creation wizards
Color-coded syntax-aware job
script editor with outline
Form Editors

Graphical parameters Dialogs

Mapping Diagrams

Job design methods supported outside:

6)
7)
8)
9)
10)

DataSwitch No-Code Web App
erwin Mapping Manager

Value Labs Test Data Hub

Any external text editor

3GL app (system or API calls)

(@ workspace2 - IRl Development - FACT_CoSort_Oracle_ETL/ETL/orders_sorted.scl - IRl - CAIRNC - o X
File Edit Navigate Search Project Run Window Help
N-HRQUL ESEM- -6~ 8- 9 -8 - h-L-i%-0-Q- [Quick Acces] || 5 |8 %
[ Project Explorer 2 = = O |[BE outline 32 | S EEE
i = & || & *FACT ETL Transform Mapping Diagram 52 ] *orders_sorted.scl 52 ||| v 'l Model A®
> @ > CoSort BIRT Report [work A || 08 v %a v [T} iRl EZIRY 55 Palette # performs a two-key sort, and generates multiple output fileg for H # Comment &
> @ CoSort_CDC_Report [workbe y T = % i # replication/archive, detail and summary reports, and SQL*Loader. B Job Control Section
& Dark_Data D workb —_—_— || S IRI > CoSort >
2 &,?‘ D::a‘CIa:s'iﬁ'::;::r[y [;‘EL = /INFILE=stdin # Input sectio o I3 é
e Workael] = = - /SPECIFICATION=..\ddf\orders.ddf  # Source data . X
& DBSystelSON Nargeiesordenz.out @Mappmg s <) Undo Typing CtrieZ Add Template...
v (& > FACT_CoSort_Oracle_ETL | & ewmorzasaiz £8 Mapping = /SORT # Action secti Revert File Edit Sources...
> &y ddf T Connection || =  /KEY=(EMPLOYEE) Save Ctrlss Edit Pre-Action...
s sarssal @ /KEY=(CUSTOMER)
v Gy ETL = ) .
= W i & Input @l _ e D etaton = Add/Edit Named Conditions...
> 4l orders sorted.sc e & ovse 5 JOUTFILE=..\TargetFiles\ordersl.csv  # Archive copy o G Add Include/Omit...
L orders.ctl 5T S /SPECIFICATION=..\ddf\orders.ddf  # Source data Quick Qutline tte - i
> B ordersiini 3 frocess RECORD & File - Open With 3 d External Field...
ﬁ orders.log — @NosaL = JOUTFILE=.. \:::53::}:2:.-?.-52 .out  # Employee/fre g S Add Xdef...
- RunETL.bat Edit Targets...
« @y Flow @ URL EMPLOYEE, POSITION=17,SIZE=20) = o
v ] FACT_ETL Job.flow AargetFles\orders3.out er‘fagt /FIELD=(total_emp, POSITION=42,SIZE=10, PRECISION= Copy Ctrl+C Brorthiads tobhE2
v [ Batch: FACT_ETL. 7 o /FIELD=(star, POSITION=55,IF total_emp GT 10000 TH Pate CtlaV Export Fields to CSV...
& FACTETL Flov S Tanerorie /SUM total_emp FROM FREIGHT BREAK EMPLOYEE Export Fields to DDL..
Flowlet: FACT, - Validate -
: F’.l %, Flow : (@ Pre Action - JOUTFILE=..\TargetFiles\orders3.out  # Employee sub cate Generate Database Loader File...
> Gy LogFiles o Check /INCLUDE WHERE EMPLOYEE CT “Nancy” QuickEac CHECT )
> Gy setup AT " /DATA=" Sorce , "% Create Flow from Script
> Cy TargetFiles § i e movzcr e | @D Join /FIELD=(total freight, POSITION-57, SIZE-8, PRECIS #  Apply Field Rules to Script..
@ Notes.html 3. som tte st 7 Merge /DATA="\n . Find References Ctrls Shift+G
5 [ > representations.aird Bl Process RECORD e /SuUM total_freight FROM FREIGHT BREAK CUSTOMER . : 3 Summary on Field FREIGHT
M EACT hetei Tabin Mo Repo o reries, I R s, & ey Add to Snippets.. \TargetFiles\orders3.out
< ale S -.. . Employee to
—— ~L~— /INCLUDE WHERE EMPLOYEE CT “"Nancy" Run As > |## Comment . R
¥ Data Source Bxplo... £ (= Field Options "\nGrandTotal for " o [ Include where EMPLOYEE CT "Nancy
o | | s ree———, & Section Optia- ebug As [ /DATA="
S == G smozes &oupt  © Validate & total freight
> & wuLamprunenc o i Team > [0 /DATA="\n"
> & Database Connections s /SUM total_emp FROM FREIGHT Compare With > = Summary, o Field FREIGET
> = ODA Data Sources 8 File /DATA="\n" AN [\ TargetFles\orders3.out
i @nNosaL i \TargetFiles\orders3.out
S 2  ircluce where EMPLOVEE CT e O Preferences... # Comment
—— St o o o i —
BAremoteSystems 27| = O P Ao =g T G ot FlEplopseiiet ¥ Include where EMPLOYEE CT "Nancy
- ] — v essage g v & EMPLOYEE
£8|cor|B|S . = roker JETFIN=(FMDIOVEE  DOGTTTANST ST7F=70) N ‘ . &
v B Local & "FACT ETL Flow Disgram 32 | _ . 5]
> % Local Files v~ B R R X% B 7 Ava|dr sy -BIE|E i Palette b
T Local Shells = AFeac- ~
v ) matrixiri.com = womason o
> % Sftp Files -
2 (= Connection <
> gsmu Processes e | & o
Shells =
=l 10 Dot [P i [ rctiter 52 [ bttt . o % N oA = A
| writable Insert 14:21
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FS

FieldShield

C.
FS
FieldShield

2
=

FieldShield

2

C

DS

DarkShield

C

CX

CellShield

=

SOURCES
LAN, Cloud
Static/Stream

Relational DBs

HDFS/URL/APIs

IRI Voracity

An Insatiable Appetite for Data

Static Data Masking Workflows |

Required Drivers v
> JDBC & ODBC |

. . \E:\*owGen ol §
. .

V
= Database Profile

JOHC Oy @ Wizard
Flat Files
N 2 2
= = A Wizard
LE___§ & A
Mongo DB

Semi-/Unstructured

NoSQL Cluster
Search & Mask

.
.
.

RDB Schema
Search & Mask

Dark Data File

FS Connection options: |
* |RI BSON Driver

* Progress ODBC Driver
* 1Mongo.import/export.

Schema Pattern
Search Wizard

(G Da/File Test Data
RG Creation \Vizards |

RRX

Relation-free | .
Data Masking
Job Wizard

Search Wizard
i I

DATA CLASSIFICATION

Schema Data Class

DB Subseting &
Masking \\izard

.
e s s s s s e e
.

v

Multi-Table

~@
-©@

Data Class

Search / Mask #

LEGEND: ——» default or required

e sesTe Preferences = New Data
IRI = Data > ll@i? Classification
Classes & Groups Setup Wizard
A
NER Mode! | )
Wizard @ Run As / Config

Masking Task
Excel-Side

<—> interaction - » optional

H—o0< required-to-multiple options

Masking Add-in

Masking \"izard

Maskmg Wizard

©

<>—> conditional

&

TARGETS
LAN, Cloud
tatic/Stream

a HDFS/URL/APIs

O
©
o

Re-ID Risk
Score Wizard

Safe/Test
Tables

Search Results
Job/Lineage Logs

SafefTest |
Files

Anonymize
Quasi-IDs

ReD Risk Scores |

Safe/Test
Collections

o
e

Safe/Test
Files, Docs,
& Images

Audit Log, Graph
+ SIEM Displays
& Responses

Safe/Test
Sheeis

o



IR| FieldShield

And Multiple Job Deployment Options

1)
2)

3)

4)

5)

6)

7)

8)

9)

4GL scripts on the command line or in batch

From 3rd party automation tools like
Stonebranch UAC, cron, etc.

Directly from KNIME in Eclipse, or a Splunk

add-on app, as you report or index

Some jobs run without code changes in

Hadoop via MR2, Spark, Spark Stream, Storm

or Tez

—>

Use graphical run configuration dialogs or
the built-in task scheduler to launch local,
remote, or HDFS jobs from IRl Workbench

System or API calls from 3GL programs or
web services

Value Labs Test Data Hub, Cigniti Blueswan
TDM, GitLab, Azure DevOps, Amazon
CodePipeline, and Jenkins CI/CD

Actifio, Commvault & Windocks cloning
tools for virtualized DB images / containers

DataSwitch no-code data engineering app

Ele fdt Dogam Navgate Search Broject Bun Window Help

B ED PG E: /R A- LB 0-qes-

1 porsonaltnformason?

Create, manage, and run configurations

Transform Mapping Diagram - IRl Workbench

& Tramsform Mapging Disgram |

Secton Options
(3 Process DALMTD
B Ases personel eto

Acson

san

| 3 MASKCREDN CARDASCH
b1+ G owcoay scasc

j\// + G naneasct
\

| Section Options
0 Recess EMTED
W nckude w hecs GEOER B0 0

Map once, deploy anywhere

FExew®- Mame: | Hadoop_demo
type fitertext ,;“ Y 7
4 0 WlonHadoop A
i1 chiefsFrame File: Hadoop/HadocpDemo.scl
44 chiefsMaskCom; o)
4 decaec2Sh Wiorking deectory:  fuser/yava/demof <
« decpaes2Saiph Engines
. ¥ dectpaesbasci ® Map Reduce 2
o1 delim
2 conse ) ‘_‘swk
ot delimited_jn O $part Stream
\ vi delimTab -
9. s 0
ncaes256 ..9mrm
nctpaes256iph Ole
[ pescnalinicimation
precmionscl
presOut
preer

o1 Datta Vhewer

Fle: Juses/yava/ derva/male_personal_info_encrypred/hrd247-0000

< =0

- Hemo

4 (5 demo
@ fomale_parsanal info_encrypted
(5 mabe_personal_info_encrypled

@ dosp sl

(& female pessondl info_encrypted
& i

&

& male_personal_info_encrypled

o1t Data Wewer |

* | Nome
(i female personal info_encrypted
2 mele_pessonal ido_enciysted

\ male_penanal_into_enaypled
bt G ki crece carascs o
Vb G v oav shscste

b aiascie

Section Options.
) Frocess LAMTED)
W nchew s GHDERED |

chs ot
persenillnforraation
perenalinformanon)
purchaies

Fie: uses/yava/dermafemale_perionsl info_encrypted/hgrid247-00000

3 Palette
L&& vt
2 Mapping Con.

£ Mapping
Conrectien

gt
4 oo8c
oo
2 Trandfoem Ac
{u Presction
(2 Fieid Ogtions:
¥ Aggregation
i deaency,,
(25 Sectien Optees
?: Condibon
Vhkeunclde
& Output
# oosc
| 1iT—

Modfied

)
1
o


https://www.iri.com/solutions/big-data/hadoop-optional
https://www.iri.com/blog/test-data/building-test-data-in-cicd-pipeline/

IR| FieldShield

Static Data Masking Functions (1-3 of 15)

' (@ New Field Rule Wizard

New Field Rule Wizard Selection
€3 A rule wizard must be selected.

4 (2 Migration Rules

. Data Type Conversion

§¥ If Then Else Expression

" Migration Expression
4 (= Protection Rules

v=2 Assignment Expression

25 Blur Functions

) De-identify or Re-identify Function
'-"5,"3 Encoding or Decoding Functions
«" Encryption or Decryption Functions
- Generalization via Bucketing
7+ Hashing Functions
€@ Masking Function

% Pseudonym Replacement

%P Randomization

Jx String Manipulation Functions
4 (2% Data Generation Rules

& Distribution

i Percent of Nulls Value

E Row ID Value

{a} Set File Selection

Library Location: Data_Classification

Library name: | iriLibrary.rules

Character Scrambling

_|7|u De-identify or Re-id.

De-identify or Re-identify Function

Create a de-identification or re-identification field.

Derived field name: IDENT _buys.Client

Function type: @ De-identify (©) Re-identify
Field name: buys.Client v
Key: 1234

e For ASCIl data
e |Less secure
e Reversible

Encoding / Decoding

Encoding and Decoding Functions =

Populat ts as specified in th ions. Optional :
appears when values are valid.

|

brackets. The green check mark 8".&_

Expression: decode_base64(BUYS.CLIENT) ¥4

Encoding and Decoding Functions v Function name: decode_baseb4

P & Decodes base 64 value to string equivalent.
decode_basebd_ssl(field)

decode_hex(field)

encode_basebd (field)

encode_basebd_ssl(field)

encode_hex(field)

Source name:  BUYS.CLIENT -

Enter the name of the rule. QuasilDAnonymize2|

[] Overwrite existing rule with same name as above

@ [ <Back || Net> |[ Fini

e Converts binary to ASCII
e Supports base64 & hex
e Reversible

Encryption and Decryption Functions =

Populate arguments as specified in the instructions. Optional arguments are in brackets. The green check mark C>) r,,_‘
appears when values are valid.

Expression: dec_fp_aes256_alphanum_ssI(BUYS.CLIENT, “pass’) 4

[Encryption and Decryption Function: »| Function name: dec_fp_aes256 alphanum_ss!
dec_3des_ssi(field,passphrase) -
dec_aes128(field, passphrase)
dec_aes128 ssl(field, passphrase)
dec_ses256(field,passphrase)
dec_aes256_ssl(field,passphrase) and path.
dec_fp_es356.

s alp ip
dec_fp_aes256_ascifield, passphrase, = |  Source name: BUYS.CLIENT -
dec_fp_aes256._ascil_ssl(field, passphr,
dec_gpgfield keyID,path)
enc_3des_ebcfield passphrase)
enc_3des_ssl(field, passphrase) [Exclude]:
enc_ses128(field,passphrase)

enc_aes128 _ssl(field, passphrase)
enc_aes256(field,passphrase)

enc_ses256 _ssl(field, passphrase)
enc_fp_aes256_alphanumi(field,passp

i v

Encryption / Decryption

Uses OpenSSL AES 256-bit Format Preserving Decryption to decrypt a field.

The passphrase can be a string, environment variable, or a reference to a file name

_alphanumfield passp

Passphrase:  pass| Browse.

(Cfosn ) comca ]

3DES EBC & SSL

AES-128 & -256 CBC
AES-256 Format-Preserving
GPG (PGP-compatible)
FIPS-compliant OpenSSL
Custom

CIRI
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IR| FieldShield

Static Data Masking Functions (4-6 of 15

Pseudonymization

Redaction / Obfuscation

Randomization

() Pseudonym Replacement =

- _ —
Masking Fuﬂ':_ib.lﬂg

S5\
&

Pseudonym Replacement Field Rule ,-v

Create a pseudonym field that will use values in a set file as substitutes for the Ad
original field's values.

Pseudonymize field:  S{FIELDNAME}

© Use provided p ym list (non-rec ble)
Name opti doSetPage_grpPseudoFiles=Pseudonym Files
Name type: st v
Sex Male
Order:  |Fistandlast  +|

Default pseudonym list file:  CAIRNCoSort95\sets\names\names_male first.set

[] Use only unique names from pseudonym list
(Blanks inserted when # of records is greater than # of unique names)

(©) Use your own pseudonym list (non-recoverable)

User pseudonym list

Pseuronym list file; | [Browse...|
Use original field as a look-up into pseudonym list
(@ Use random draw from pseudonym list
[] Use only unique names from pseudonym list
(Blanks inserted when # of records is greater than # of unique names)

Masking Function
Replaces a range of characters in the required source field with a replacement w

character.

Source field:  S{FIELDNAME} v

© Use predefined masks

Predefined Masks
Mask Example: {01123456789 => ****++

Mask: [Whole Field

() Define mask
Arguments

ter (¥ by def

Add to table

Type Value

s 7] 1]

Randomly generate a new value for this field.

Random Value Generation ﬁ”v

@ [ <Back | wet> [ Finisn ][ Conce

)

® ] Next> | [ Finish ] [ Cancel

e Provides realistic names
e Reversible lookup values
e Non-reversible selection

e Partial/full-field masking
e Conditional omission
e Non-reversible

Derived field name: 7R7AND_S(FIELD7NM/I7E)
@ Generate random value

Random value options

Random Min Size: 0

Random Max Size: 0 S:

(©) Random selection from a set file
Set file

File: | | Browse... |

e Random data generation
Random data selection
Non-reversible

CIRI
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Static Data Masking Functions (7-15 of 15)

Hashing

Hashing Functions

Hashing Functions =

Populate rguments as specifed in the instructions. Option arguments are n brackets The ) [T
green check mark appears when values are valid.

Expression: _ hash_sha2(S{FIELDNAME}) 4

Hashing Functions | Function name: hash_sha2

256-bit hash function that returns a 44 byte hash value.
hash_shal (field)

hash_sha2(field)
hash_sha2_ssl(field)

Source name:  ${FIELDNAME} -

®

e SHA-1 & 2 cryptographic
e Returns hash of fieldstring
e Use for integrity checking

Blurring & Bucketing

Add random “noise” (perturbate)
to ages/dates, and generalize
(anonymize) quasi-identifiers

Expression Logic

(@ Assignment Expression Builder. o o= e S

Expression Builder %
Add fields, operators, and functions. Image will change to a green check mark &) 5
when the expression is valid.

Expression

random(n)| V4

0/ % + - {3 | Copy cut| Surround

Categories Ttems
Field Names abs( -
Compare Functions 20569
asin(x)
Condition Names atan()
Conversion Specifiers atan2(xy)
Escape Characters ceil(x)
Format Specifiers £020)
cosh(x)
Internal Variables ep)
Mathematical Functions floor()
Protection Functions gamma(q
Relational Operators ;(‘)Y(ZO“W) =
String Functions 160
intn, )
length(n)
log()
1og10()
mod(xy)
Eow(x,*)
sin()
sinh(x) L
sqrt()
tan(x)
tanh() &

@ [ T S| =—=— | mr—

Mathematical operations
PCRE logic
Custom blurring

Tokenization
DB-value substitute for PCI DSS

Deletion & Suppression

Erasure for GDPR Right to Be Forgotten

String Manipulations

T T

String Manipulation Functions ;
Populate arguments as specified in the instructions. Optional arguments are in brackets. The green check mark Ie} r.,L
appears when values are valid.

Expression: format_strings() It

String Manipulation Functions ~| Function name: format strings

Creates a string formatted as the format argument specifies. After the format.
parameter, the function expects at least as many additional arguments as specified in
format.

create_uuid(string)
find_and_replace(field,search,replace)

instr(string, substring,start,occurrence)
length(field)
non_alnum2s(field,replace)
non_alpha2s(field,replace)
non_asc_let2s(field,replace)
non_ascii2s(field replace)
non_digit2s(field,replace) Format string:

non_ebc_let2s(field,replace) e
no"_P,ims«im,gp,apm [Fields or strings]:  S(FIELDNAME} v
replace_chars(fieldstring,start,length, ..)

sub_stringfield,valuel, value2) Type Value
tolower(field)
toproper(field)
toupperffield)
trim(field,type)
trim _left(field)
trim_right(field)

@ [ <gak | near |[_Fmsh ][ Cance

e Find, replace, and add
e Reposition and trim
e Use INSTR information

Custom Functions

User’s field-level call

CIRI
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Re-ID Risk Determination

x New Re-ID Risk Scoring

Attributes b
Select the type of each attribute.

Type
‘Quasi-dentifying

Name

sex
lage ___________[Quasiidentifying ()
race [Insensitive
marital-status 1Sensitive
education - Quasi-identifying N
native-country Identifying [E Problems [ Properties " Scheduler 4 Quasi-identifiers | & Risk Score 1%
workclass ‘Insensitive Estimated Prosecutor Risk
occupation ‘Insensitive 0 ® 50 0
salary-class ‘Sensitive 1o oo Dl o0
. J 5
100%
@ <Back Next > Cancel
15000

»

f;

g

& 10000

N

2

£

= 5000

e IRl risk scoring wizard produces

US HIPAA and FERPA regulations
require that patient and student data
sets used in research or marketing
have a statistically certified “very
small” chance of being re-identifiable.

i 3 =i s

Estimated Marketer Risk

Estimated Journalist Risk

Equivalence Class Chart

°

re-1D probability scores in 3 modes
e Analyzes quasi-identifiers with

multiple, peer-reviewed functions
e Detail and graphed scoring reports

12 % 4.5 67 0 9 1NN 12213 M1 617 N 9 202 23033V W WBRNS N TS

Equivalence classes

CIRI

Total Data Management



Query-Ready XML Audit Log

@ oemu (6200) - O X

MR dEe@-P-6-B-9-B- h-2 BB -0-Qif-if e Quick Access = | [ &0 i

p k%‘ Offline_DB_Reorg 77 repo

3 Lr_% RowGen_Test_DB_Data 45 repo
[ &;ﬁ RowGen_Test_File_Data 69 repo
b k_—t—f SCD 82 repo

17 <ReturnCode>@</ReturnCode>

18 <ErrorMessage>normal return</ErrorMessage>
19 <RecordsProcessed>18</RecordsProcessed>

20 <Script>

[e] ReturnCode
[€] ErrorMessage

(F Project Explorer bR g Y= 0) = 7
I(B map_namel.set 3 2 '- FSlog.xml 52 % w FSlog.xml 53 B
"3 name_mat)ch.sd:; 1<?xml version="1.0" encoding="UTF-8" standalone="yes"?> - | mEY
£ password 3 2 <AuditTrail> = L
l¢f) patient_dec.scl 3 3 <AuditRecord> Node Content =
le}) patient_enc.scl 33 4 <Product>CoSort</Product> [e] VersionTag R95140416-1006 B
l¢) patient_record.ddf 3 2<zer5f°n_>r9'ségéixg;;;°;;% IversionT [e] Serial 99999.demo !;E_]
% <VersionTag> = </VersionTag> ; - :
[, FS-Tables.SQL 10 7 <Serial>99999.demo</Serial> [e] OperatingSystem Windows 7 :
@ Notes.html 10 8 <OperatingSystem>Windows 7</OperatingSystem> [e] User IRIDEMO :
|5 patient_record.data 3 9 <User>IRIDEMO</User> [€] Processld 3732 2
I} pr_metadata.ddf 10 B 12 <ProcessId>1396</ProcessId> [€] Terminal console ~.
b 25 Flow 66 repo ﬁ <;ermina1>co:s§17;/Terminal> [€] Program sortcl
= <Program>sortcl</Program> e
3 L?g JCL_SORT_ConverFSS r?po 13 <Command>/spec=patient_enc.scl </Command> [e] Comn.mnd /spec=patient_enc.scl A
b Lr_—E NextForm_Data_Migration 52 repo 14 <StartTime>2014-82-20 13:31:49</StartTime> [e] StartTime 2014-09-09 05:22:16 r
[ kﬁ NextForm_DB_Migration 9 repo 15 <EndTime>2014-02-20 13:31:54</EndTime> [e] EndTime 2014-09-08 05:22:17
b % NextForm_Multi_Table_Migration 21 rep|= 16 <RunTime>0@:88:05</RunTime> [€] RunTime 00:00:01

0
normal return

<

P k§ Telecom 78 repo
b T zSchema 12 repo =

| < m ] »

SR AT
4 [ Database Connections -
£ BIRT Classic Models Sample Databas| |
4 5 Oracle (Oracle v.0.2.0.2.0 - Productic| -
> @ XE 1
4 (= ODA Data Sources
(= Classic Models Inc. Sample Database
(= Excel Data Source
(= Flat File Data Source

(> Hive Data Source -
< | m | »

I8 Data Source Explorer 52\ = 8|

< ) Design ’ Source‘

El Console |E_1 Problems] = Properties 52\ \B SQL Results"| 7 Scheduler]

FSlog.xml - FieldShield_Table_File/scl

=

Resource  Property Value

T alnfo
derived false
editable true
last modified December 21, 2015 at 9:27:50 AM
linked false
location CAIRNCoSort95\workbench\workspace\FieldShield_Table_File\sc\FSlog.xml
name FSlog.xml
path /FieldShield_Table_File/scl/FSlog.xml
size 45,058 bytes

< m

[ FSlog.xml - FieldShield_Table_File/scl

_— = —
7 ¢cC B T

Tr




MongoDB Masked

unmasked

[@ worl - IRI De - Modgo5-15- fsout.scl - IRI W - CAIRNCoSort95\productb4\workbench_0-1000-3-20180430\workbench\
File Edit Navigate Search Project R MonjaDB ~ Window Help
M IEEET MoANAS AL AT S A A 0 Quick Access || % | (@
[ Project Explorer 2| = {m| / = O ||g= Outline &3 ‘ laz = {mf
E % 7 ||[E] DoNgment List 52 [ ﬁiefsout.scl R | 4 4] Model
» & ex77 - x_% 4 = # Generated with IRI Workbench - New Sort Job - # Comment
» & 809 : # B Job Control Section
. @ BOg0 db,chiefs.f?\do v = J| LR # Author: chaitalim 4 B Input Section
b 2 Exftp5-10 ident — : Created: 2018:05-13159:25:50 4 7 "chiefs;mongodb://mongodbu/cmitra”
4 (' Mongo5-15-18 P / By s [ Process: MONGODB
> & metadata 1756f8f6b981 b840 Adams, John ] FED MA = JINFILES="chiefs;mongodb: //mongodbu/cmitra” : chiefsmongo
{ ) chiefs-reportjson 1756f8f6b981 b84000! Adams, John Quincy D-R MA /PROCESS=MONGODB < PRESIDENT
( ) chiefs,json 1756f8f6b981 b8400080: Arthur, Chester A, REP vT /ALIAS=chiefsmongo < START
{) vz e N e 004 e S e s s 3 a0
" = % = . =2, s ol "term.start” 4
» & chiefsjson_sclflow OOEIOLIGINEIN0000> S Geoige HLW REPG 111X 1 /FIELD=(END, TYPE=NUMERIC, POSITION=3, SEPARATOR="\t", MDEF W BARTY
b [ chiefsjson.scl 1756860981 84000806 REP  TX |E /FIELD=(PARTY, TYPE=UTF8, POSITION=4, SEPARATOR="\t", MDE & STATE
b T chiefsout_scl.flow — ||||[756f8f6b981b84000807 DEM GA /FIELD=(STATE, TYPE=UTF8, POSITION=5, SEPARATOR="\t", MDEF="state") 4 B Action Section
4 & chiefsout.scl 175686981 b84000808 DEM  NJ = /SOR}'KEV_ - b g Sort
> & Model =|||[[ms6tafob9s1 684000809 DEM NI i ) 4 B Output Section
b W iriLibrary fieldrules 1756f8f6b981b3400080a DEM AR - JOUTFILE=chiefs-report.json 4 W7 chiefs-report.json
b [£] representations.aird ~ || I7563f6b981b8400080b REP VT /PROCESS=JSON '? Process: JSON
] 1756£8f5b981b2400080¢ REP X /FIELD=(PRESIDENT, TYPE=UTF8, POSITION=1, SEPARATOR="\t", JDEF="president") < PRESIDENT
8 Data Source... 2|l DBTree) = O ~ " /FIELD=(START, TYPE=NUMERIC, POSITION=2, SEPARATOR="\t", JDEF="term.start") & START
- A = |[||[736f8f6b98168400080d | Fillmore, Millard NY /FIELD= END, TYPE=NUMERIC, POSITION=3, SEPARATOR= \t“, IDEF="term.end") bR
= B 1756f86b981b8400080e  Ford, Gerald R. NB 2 TR
4. @ Database Connections * | [ m5618f6b98168400080f  Garfield, James A. oH [NEN | T 3 Lol
£ Altibase 1756f86b981b84000810  Grant, Ulysses S L L] 1St MethOd FIeldShleld chsv export & Import "
e DBZ 10 "szaﬁbgalbaAoooBll H d y‘N e G OH = /Uull-ll[— CN1eTSMasK:moNgoan: / /MONEcADUs cmitra [d "chi g db: ’/ g db ’cmitra"
5 arding, Warren G.
Sicigpseggf e e e o e  2nd Method: FieldShield w/Progress O/J DBC drivers
clipse Erver & Y
5 =||||[7568f6b981b84000813  Harrison, William Henry
+ B S e 02021% , e _ 3rd Method: FieldShield w/BSON driver |
» 0 Xe [756f8f6b981b84000814  Hayes, Rutherford B. JETEIOZ(DARTY  TVDF=IITER  DOSTTIONSA  SFDARATOR= \F - MOFE= narfu 1
= 1756f8f6b981b84000815 Hoover, Herbert C. - H H
8 mysaL e  4th Method: DarkShield GUI, limited to Eclipse memo
£ New PostgresqL 1756f86b981b84000816  Jackson, Andrew
17568f6b981b84000817  Jeff , Th
& Oracle SEon Jhomas - e 5th Method: DarkShield API, fastest & most flexible in volume

E3 SQLSVR_don
&3 Twister MySQL

m |

E9 TwisterOracleQA & Terminal 23| \ B9 BBlEm&=08
Al iRt . 7 ||[E SSH chaitalim@MONGODBU (5/17/18 8:50 AM) 52 |
> db.chiefsmask.find() S = 3 x i
8 Remote Systems 52 = 7|l : ObjectId("5afd796b8f6b981a300000c1"), “"president” : "sessssssxssn  “pargy" : “EED", “state” : "MA", "term" : { "start” : 1797, “end" : 18 22 ‘,gresﬁde"t ¢ Aoams zIoms
— { : ObjectId("5afd796b8f6b981a300000c2"), “"president™ : "*¥*ekxekrerrisarssn o g "state” : "MA", "term" : { "start" : 1825, "en e .
& @j‘ - W | B I cq:> ~ € : ObjectId("5afd796b8f6b981a300000c3"), "president™ » "state "VT", "term" : { "start" : 1881, "en "sta:t 3 1775,
4 B Local { : ObjectId("5afd796b8f6b981a300000c4"), "president” DEM”, “state" "term” : { "start" : 1857, "end" o end”: 1801
» *2 Local Files i : ObjectId("5afd796b8f6b981a300000c5"), “"president™ "party" : "REP", "state" A " : { "start” : 1989, "end
t.. 5 { : ObjectId("5afd796b8f6b981a300000c6"), “"president™ : "******kkkkxsxxx™ “party"” REP", "state" "term" : { "start" : 2001, "end" =
# Local Shells { : ObjectId("5afd796b8f6b981a300000c7"), “"president™ : "*****kkkkkkxkx*x" “party" : "DEM", "state" "term” : { "start” : 1977, “end”
4 5 mongedbu { : ObjectId("5afd796b8f6b981a300000Cc8"), "president” : "******:*:xkkxxkxxx%™, “party" : "DEM", "state" : { "start" : 1885, "end g
b Ty Sftp Files { : ObjectId("5afd796b8f6b981a300000c9"), “"president™ : "****kkxxrkkxxxiss™ “party” : "DEM", : { "start" : 1893, “"end - { Z ? e a0 g 4
5 Ssh Shells { : ObjectId("5afd796bsf6b981a300000ca"), "president” : "*=skxxssxxxsexxxzsrs ' Spopput . “DEM", " i { "start” : 1993, "e |z . "Ft’;f;f‘.’egt : "Adams, John Quincy”,
: ObjectId("5afd796b8f6b981a300000chb"), “"president™ “party" : "REP", e g "start” : 1923, "end" e -
E : ob%ectldE“Safd796b8f6b981aBBBBOOCC"g, ";p)resident" "‘”***"“""”*”*g", {party" : "REP”, "state - : { "start” : 1953, 2 Sl el
{ : ObjectId("5afd796b8f6b981a300000cd"”), “"president™ : "*****k*kkkkkkkxxxx™  “party" : "WHG", "state" : : { "start" : 1850, "end - end”: 1829
{ : ObjectId("5afd796b8f6b981a300@00ce”), “"president” party” REP", "state" ¢ { "start™ : 1973, “end" 32 . e o
{ "“id" : ObjectId("Safd796b8f6b981a300000cf"), "president” "REP", "state : { "start” : 1881, "en party s 0-RY, -
[{E=E : ObjectId("5afd796b8f6b981a300000d0"), "president™ : “*****kxxkkkxxxxsx", “party” : "REP", “"state" : { "start" : 1869, "end -~ < »
| Witable | Insert 9:23



https://www.iri.com/blog/vldb-operations/masking-data-in-mongodb/
https://www.iri.com/blog/data-protection/direct-data-masking-for-mongodb/
https://www.iri.com/blog/data-protection/native-mongodb-masking-voracity/
https://www.iri.com/blog/data-protection/mongodb-cassandra-darkshield/
https://github.com/TeamIRI/darkshield-api-demos/tree/master/mongo

Masking et al in Hadoop, too

IRI IRI Development - platform:/resource/Hadoop/representations.aird/Transform Mapping Diagram - IRl Workbench o o) “
File Edit Diagram Navigate Search Project Run Window Help
R RN R S S R S M R R CrrEr—
‘5 | B personalinformation2 &2 =0 2 Hadoopd & Ny Flow Diagrar & Transform Mapping Diagram &3 < n
R 1 9654~1338~8732-8128 W389-324~33-473-Q Jessica Steffani 0 BerBRvi~sID-wrm w8 o b7 T W b
22312-7216-4829-0111 H583-6832-87-178-P Cody Blagg 1 Data
a 38940~8391~9147-8291 E372-273-92-893-G  Jacodb Blagg 1 i
£ 6436-8932-2284-6262 L556-731-91-842-J Justine Rushle 0 2 (& Mapping Con... «
® 58291-7381-8291-7489 G803-389-53-934-J Maria Sheldon O pesosMmformaton: St £P Mapping
| ::735&-339:-773?-0322 K991-892-02-578-0  Keenan Ross 1 B R e : 7 CROE AR ASRD +_ [+ G e cav scasain) Connection
7 7834 ~5:45—7823--7813 FSB&—BQS-IO-?I?—!: Franceaca Leonie 0 & DRV UCASOI N : o DAV LICASCH 00 a1 |+ & naveasain et =
5 8383-9745-1230-4820 M352-811-49-765-N  Nadis Elyse 0 & NANEASOITY ] © oo NANEASCH 0 1 ;
3 3129-36468~-3589~0848 S5891-915-48-653-E Gordon Cade 1 & GENDERASCH (% 9 perscnal isfo GENDERASCH [ 0DBC
10 0583-7280-7492-6375 2538-482-61-543-M  Hanna Fay 0 ' Section Options ‘ R
IRI Run Configurations 13 Process CELMTED (= Transform Ac. ¢
Section Options ¥ nchude w here GRNDEREQ O | & PreAct
Create. manage. and run configurations ! D
9 9 [3 Process DELMTED & ‘ C
Allas personal_info o
A — SEE BRI S @ Field Options <>
TYICES | S Z trsscr
i = ol Hadoop demo ‘f: NAMEASCIRD s Sequencer.,
| type filter text | l& Main (= Section Opticns <
3 ? : Condit
4 Ronrdoop  n || ———— Map once, deploy anywhere o Condton
+'1 chiefsFrame File: [ Hadoop/HadoopDemo.scl | Whilternclude
i chiefsMaskCom @ Frocess ‘ " 70 =
: J Working directory: [ /user/yava/demo/ W nciude w here GENDER EQ 1 | = Do ki
! decaes256 < & 00sC
! decfpaes256alph Engines :
s ! decfpaes2S6ascii ® Map Reduce 2 Q..
i delim
8 cansc ! delimited_in (et S0
. B 5 () Spark Stream - -
(o5 W i delimTab o, T
/ () Storm !
! encaes236 or o s | B - S —
' ez dified A = Name Size  Modified
+ encfpaes236alph & female_personal_info_encrypted : [
I ﬂ'lgfpaeszsﬁascii 1672016 14:52:37 =R R PR (2 femasle_personsl_info_encrypted 11/17/2016 07:50:00
i [ Tpersonaiintormation2 | 1Ke 11/21/2016 10:20:13 b ez @ male_personaLinfo_encrypted /2015 07029 ‘
= e precision.scl TKB  13/11/2016 1417:35 L chiefs.txt 2KB  11/16/2016 15:50:55 \
4 = runtime-all_dtp (11) &> female_personal info_encrypted - [
. (= metadata (6 presOut TKB  10/21/2016 10:09:3 b il fova personalinformation 1¥B  11/16/2016 15:48:21 ‘
o Chicfs (33 prices TKE  11/11/2016 14:11:18 . & lib personalinformation? 1KB  11/21/2016 10:20:54 \
» @& Dark (6) v < > @ male_personal_info_encrypted v | purchses 1KB  11/16/2016 15:23:50 1
2 Data Viewer &3 g€ =0 +%. Data Viewer 3 S84 =D
File: fuser/yava/dema/male_personal_info_encrypted/hgrd247-00000 File: fuser/yava/dema/fernale_personal info_encrypted/hgrid247-00000
AsdAnwarnsiasea(lll  78)2eU=bnRj0_2q:1 Cody Blagg FAARWAARSAARVAATEYS, a~oTa)csS) 2xCGH/yG, Francesca Leonie A
AdhAdvaddebaneiBdE MNKM=a?*'QRJDAPD> Gordon Cade ShAMRAANLANedaBlTS, |0#296CS a0’ "cF, Hanna Fay
dvhdovadeciinesn?9] b "micdSugveZ= (YRR Jacch Blagg PhdsntdoniinitasiOn, ONCOXOWSLZURI2N-J, Jess2ca Steffan:
soninvitoniaese(822 SN xQECY |N-CKkAIH ¥eenan Rosa Petseievieetes262,)VR Y:11]M7ZA07PIC, Justine Rushlo
TrasvetevaaeeatT4ED, | u,EGNZKEYTZAVIC, Maria Sheldon v




Dynamic Data Masking Options

Method Operation

ODBC Select / Update Apply FieldShield column masks to target (view) tables for specific users/rows

DB App Invocation Use .NET or Java SDK library functions or system-call job scripts on the fly

In-Situ Redaction User and SQL-specific full and partial column masking on query

Custom I/O Procedures  Drive real-time application data directly to/from FieldShield jobs in memory

Real-Time Processing Hadoop Spark and Storm processing of dynamic input streams (via Voracity VGrid)
Proxy-based New "JDBC SQL Trail" driver to intercept application queries with minimal impact
Governance Mode New runtime facility tied to RBAC/IAM infrastructure masks fields for some users

Encryption Key Management Options

oD~

Passphrase (key string) embedded in script, in clear or encrypted text

Passphrase string as environment variable

Passphrase string in (securable) key file

MFA, HSM/VM etc. via Azure Key Vault

Townsend Security Alliance Key Manager O IRI

Total Data Management



https://www.iri.com/blog/data-protection/fieldshield-azure-key-vault/
https://www.iri.com/blog/data-protection/fieldshield-encryption-alliance-key-manager/

FieldShield Job Script or
Azure Key Vault DarkShield API Calling Program

Obtain Encryption Passphrase

Original Encrypted
Masking Rule/Context Search Matcher/Context Data Data

IRI FieldShield

Pll / PHI Classification & Masking

IRI DarkShield

Unstructured Data Search & Security



IR| FieldShield

User Profiles

e Vertical industries and governmental agencies storing, processing, or
outsourcing applications with sensitive data, such as:

o Banks o Health Care
o Census/ Tax o Insurance
o Defense o Schools

e Application, DB, and DW users handling sensitive data
e CISOs, compliance teams, consultants, IT managers, and solution architects

CIRI

Total Data Management



Use Cases

Tesco Bank/RBS UK
o Decrypt and re-encrypt fields in credit card migration and test files
o Generate and manage encryption and user ID keys
o Other projects protect 38,265 records per minute on Windows

Accenture Singapore
o Design and run encryption and masking jobs on Linux servers
o Secure PHI for the Ministry of Health Holdings (MOHH)’s Oracle DB
o Row sequencing and job audits

Medicx Media Solutions USA
o Encryption and hashing functions to PIl and PHI in geo-medical
consumer health databases
o Exceeds HIPAA requirements in provisioning mScores™ data
to digital and direct marketers

CIRI

Total Data Management



IR| FieldShield

Key Differentiators

Developer Support

(@)

Version controls

Master data definition

Secure key management

Git project management (teaming)
SDK supports .NET and Java calls
Data profiling and metadata discovery
XML (and soon JSON) job logs, IAM

Price Performance

(@)

(@)

The data-centric security tool with:
=*» The most sources

=» The most protection functions
=*» The most target file formats

Fastest standalone protection software

One-Stop-Shop

o Integrated data classification & search

o Includes re-ID risk scoring for HIPAA

o Use w/Voracity ETL, migrate, cleanse

o Metadata-compatible with RowGen TDM

o Used in DB subsetting wizard

o Also works in Voracity Bl & KNIME jobs

o Runs w/Actifio DB clones, Splunk ES,
etc.

Ease-of-Use

o Familiar Eclipse GUI

o Self-documenting 4GL syntax

o Easy management and modification
of jobs/metadata

CIRI

Total Data Management



IR| FieldShield

Competitive Advantages

vs. IBM

(@]

(@]

(@]

o

FieldShield scripts simpler than Optim
interoperability model and
Javascript options

Seamless integration with more sources

More functions

Lower cost

vs. CA (Grid Tools)

o

Built-in CoSort engine makes FieldShield
faster than GT Fast Data Masking

Tight integration with data profiling, ETL,
data quality, and Bl operations

Multi-target/format options

Lower cost

Built-in re-ID risk determination wizard

vs. Oracle (click)

vs. Informatica

(@)

FieldShield DDM inclusive with product
(compared to Informatica’s upgrade)

More SDM protection functions

Integration with Eclipse and Excel

Access to 4GL scripts

Lower cost

vs. Imperva (Camouflage)

O

FieldShield has more masking and
encryption functions

Hash, decode, and pseudonymize
functions

Faster and more extensible in the IRI
Workbench IDE

Lower cost

CIRI

Total Data Management


https://docs.google.com/spreadsheets/d/1HFxpG8Dp9wnsV8UomF0F2e-OC-0LUGvYI6ZE-e5I4D4

(5 IRI CellShield

Pll / PHI Search & Mask in Excel

IRI Data Protector Suite



IR CellShield

What CellShield EE Does @ I—T_—I == (§]OD

Note: FieldShield & DarkShield S t Excel, too! Extract
ote: rle e ar e upport Excel, too Search Mask Raport

e Discovers, reports, and masks PIll and perform audit actions in Excel 2010 & later

e Searches and secures PIl in spreadsheets on one PC or throughout an SMB LAN

e Provides common and allow new search pattern definitions for Pll formats

e Searches for strings in a dictionary, and find/fix Pll floating in cells

e Supports reuse and sharing of patterns in project or cloud repositories

e Generates a report of all patterns found and open it for action in a worksheet

e Opens applicable worksheets and highlights the located ranges for protection

e Encrypts, redacts, or pseudonymizes in one-pass with chosen functions and options

e Reveals data with the decryption key, or if reversible pseudonymization was used

e Overlays results directly into the affected cells, or in another worksheet

e Moves between, or bulk-remediates all, identified worksheets and ranges

e Auto-inserts protection details into an un-editable audit column in the report

e Logging capability is configurable through the user interface, and allows for audit reports,
error messages, and selected ranges to be sent to any of the following logging sources:

audit column, email, Datadog, Splunk, file system. A
CIRI

Total Data Management


https://www.iri.com/blog/data-protection/iri-data-masking-tools-for-excel/

CellShield PIl Discovery A S

. . . T Top Data Matchers Found by Count I ca
The dark data profiling wizard in the IRI | mo TR “é
Workbench searches network-wide for o | — L
g . O PIN_US Jﬁ‘ ‘ ‘ ‘\
sensitive data in spreadsheets based on |
user-specified (plus popular and saved) :
Java regular expressions (patterns): 1 |

(& New Dark Data Search/Masking Job (€ search Matcher
Data Sources " Search Matcher *
Specify the input data sources. Match Data Classes or Groups to a Data Rule. °
Name: Email
Source URI Add.. ‘ mal ‘
file:/C:/Users/dakoz/Downloads/cellshieldtest-20200706T17062... 4 Description: | email |
file:/C:/Users/dakoz/Downloads/cellshieldpractice (fileTypes: [EX.. Edit..
file:/C:/Users/dakoz/Downloads (fileTypes: [Excel 2003 (xls), Exc.. Remove.  Data Class Name: ’ EMAIL ‘ Details: ‘ Data Class ‘ Browse... Create...
Up Rule Name: ’ DataEncryptionRule ‘ Details: ‘ EXPRESSION = enc_aes256(${FIELDNAME}) ‘ Browse... Create...
Filters:
Details Type Add...
@ Data Class Selection ! Bl
Data Class Selection *
Select a Data Class or Data Class Group. °
Data Class: .f: |NAMES h
Details Type
FIRST_NAME Data Class

FULL_NAME Data Class (f\\
LAST_NAME Data Class

Total Data Management



IRI CellShield

CellShield Search Report & Action Sheet

The report produced by the profiling wizard opens in a dynamic worksheet
supported by an action dialog for protection and auditing activities:

~ | SearchOutput.eif - Microsoft Excel non-commercial use
MHome Insert Page Layout Formulas Data Review View Developer CellShield Team

N ooi@ &

SAVRrA

Help About Import Mask Encrypt & Pseudonymize
Guide CellShield EIF File Redact Decrypt~ & Restore~
Help Data Selection Data Protection
\ B2 - Fe | C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN1.xlsx
[ a ] B | c D E F
_1 Include File File Path File Name Sheet Name Pattern Name(s) Pattern
2 |c:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSNL.xlsx |NamesNHSNL.xlsx Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[0-9]{4}\b
3 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN2.xls NamesNHSN2.xls Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[0-9]{4}\b
4 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN3.xIsx ~ NamesNHSN3.xIsx Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[0-9]{4}\b
5 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN4.xIs NamesNHSN4.xls  Sheetl NHS_Number  \b[0-9]{3}\s[0-9]{3}\s[0-9]{4}\b
6 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN5.xIsx ~ NamesNHSNS5.xlsx Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[0-9]{4}\b
7 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo1.xls NamesNINol.xls Sheetl NINo \b([A-Z]{2\s?[0-9]{2}\s?[0-9]{2}\s?|
8 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo02.xlsx NamesNINo2.xlsx Sheetl NINo \b([A-Z]{2]\s?[0-9]{2}\s?[0-9]{2}\s?|
9 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo3.xls NamesNINo3.xls  Sheetl NINo \b([A-Z]{2]\s?[0-9]{2}\s?[0-9]{2}\s?|
10 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo4.xIsx NamesNINo4.xlsx Sheetl NINo \b([A-Z]{2]\s?[0-9]{2}\s?[0-9]{2}\s?|
11 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo5.xls NamesNINo5.xls  Sheetl NINo \b([A-Z]{2]\s?[0-9]{2}\s?[0-9]{2}\s?|
12
13 - CeliShield Spreadsheet Selector = =
1|
15 Interchange File: C:\Users\mekarch\Documents\SearchOutput eif Browse
16 = = =
17 \Workbook: C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN1xdsx
18 |  Sheet Name: Sheet1
15 Column: |A Start Row: |3 End Row: |103
20
21 Name of Pattern: |NHS_Number | Pattern: |\b[0-SK3}\s[0-9K3]\s[0-9H4 )b
22 =
23 Remediate (protect) all spreadsheets in bulk, or toggle between sheets to protect manually.
24 T
25 Bulk Choose Pattem e ‘ Open Selected ’

i !
26 Remediate oo e o vl | rlorkbook ﬁ
27 s - :

Total Data Management
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CellShield Masking Functions

Perform point-and-click encryption and decryption, redaction (full or partial cell),
or pseudonymization (reversible and non-reversible) of applicable ranges within

the spreadsheets in the report. Formulas may also be

e . B 1 U H
v | S Format Painter -

Clipboard ~
A28 - fx

A B C D E
16 1) 1234567891234567 Abele Achille
17 2) 1472583690963214 Ada Adalberto
18 3) 0789456123456782 Adele Adelina
19
20 The Korean Social Security Codes are:
21
22 1) 040392-5967562 Min Jun
23 2)120486-7863214 Ji Hu
24 3)321198-2345236 Ji Hoon
25
26
27 XXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXXX
28 xxxxxxxxxx.l(xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
29
30 The leaders include:
31

= Data Mask/Redact 57 - (

-4

3 Select the range of cells to mask and specify the 57 1
33 masking character. 89 - J|
67 -5

i X
3 Masking Character: X._| 46 - N
38  @Wwhole field

3 QO Partial field

42 (® Send masked data to a new spreadsheet
(O Replace selected range with masked data
43 &

L2}

Mask Cancel

Sheet1 |

Font 5

567 - (Rasinhn@ats cam

<y .
0220 Formatting v Table v Styles v

Merge & Center v $ % Y

Alignment [ Number ] Styles

XXXXXXXXKXKXKXKXXXXXXKXXXKXKXKXKXKXKXKXKXKXXXXXXXX

E G H | J | K L M N

) Pseudonymization - o X
&

Select Recoverable to save a restore set, or Non-Recoverable to
prevent data restoration.

(@ Recoverable

(O Non-Recoverable

Next Cancel

(7

& Ce

hield Spreadsheet Selector

Browse

File: C:\L _small.eif |

Workbook: C:\Users\Dt TEST.xlsx

Sheet Name: Sheet1
Start Cell: A10 | End Cell: [A12

Name of Pattern: [PIN_US Pattern: \b(\A{3)[-17\c{2}-17\cé})o

Remediate (protect) all spreadsheets in bulk, or toggle between sheets to protect manually.

Bulk BINUS) = < Open Selected »
Remediate Workbook
Mask i
Remediation
Progress:

encrypted and decrypted.

Filter v Select v

0 Clear v

Cells Editing Ideas

Data Encryptio

Select the range of cells to encrypt and specify the pass
phrase needed for decryption.

Select Encryption Type:
enc_aes128
enc_aes256
enc_fp_aes256_alphanum|
enc_fp_aes256_ascii ‘

enc_3des_ebc ‘

|

\

\

\

\

‘ Pass Phrase

} fxrAdkjsfikns2 |
\ @ Send encrypted data to a new spreadsheet
| (O Replace selected range with encrypted data
\

|

Encrypt
Formula(s)

@ Encrypt Cancel

CIRI
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Intra-Cell Searching & Masking, Too

Feature finds and protects floating PIl, ad hoc, or en masse

Available protections include encryption, masking, and pseudonymization
Encryption and pseudonymization are reversible through the decryption
and recover options, respectively

= E (o & | @ =

Help About Import Import Intra-Cell Mask Encrypt & Pseudonymize Autoprotect Logging
Guide CellShield EIF File Set File Search Redact Decrypt v & Restore v v
Help Data Selection Data Protection Autoprotect Logging
~ Jfx XXXXXXXKKXXKXKXKXK KKK KRR KRR XK KKXKXKXKKXKXKXKXKX

A B © D E | E G H I J K 1 M N o | B
1 |People to r_lamernber:
2 161-23-4923 Michael Johns
3 656-75-8962 Faith Backla
4 224-23-4923 Michael Bass
5 194-67-0943 Ziggy Marshall

6 367-54-2323 George Jeffs & Intr m t O Y
7
8 | Next are the Netherlands Social Fiscal Numbers: | Eblactibe p:r:f;npg::{'ye(:; ':;Zrcr:igfeamh ich @
=)
10 XXXXXXXXXXXXXXXXXXXXXX e ——— -]
TT | XXXXXXHXXXXXXXXHXXXXKXXXK
12 XXXXXXXXKKXXRXXKKKXXXKKKXX Pattern: |\b([0-9K6}[-]?[0-OK7H)\b ~]
13 | |
" " S Modify Patterns
i The Italy Fiscal Codes: Found 3 matches in the file. o
{45
16 1) 1234567891234567 Abele Achille @® Whole string
17 2) 1472583690963214 Ada Adalberto
OK Cancel |
18 3) 0789456123456782 Adele Adelina | O Partial String
19

20 The Korean Social Security Codes are: [

22 1) 040392-5967562 Min Jun |
23 |2) 120486-7863214 Ji Hu
24 |3) 321198-2345236 Ji Hoon

| Mask Encryption/Decryption Pseudonymize Restore

Masking Character:
27 | XXXXXXXXXXXKKHXKXXXXHXXKXXHXXKXXHXKXXXHXKXKXXHXKXXXKXXXXXKXXXXX

28 XXXXXXXXXXXXXXXXHXXXXXXXXHXXXXXXXXHXXX XXX XXX XXXXXXXX

30 The leaders include:
31 | Mask

32 |0902-5657-4767-1443 - 499-60-0735 - (205) 254-7567 - Geejohn@etc.com

22 |ARA2.BRA1-2NER-17Q1 - IIS_T7A-NA2 - (277} 1AD.RART - Geainhn@atr ram (ﬁ I R I

Total Data Management



CellShield Audit Log Options

An uneditable log entry for the function applied to each pattern identified in the report
is automatically added onto each action. Based on logging settings, this information
may also be sent to a file, to Splunk, to Datadog, or to an email address.

ata Review View Developer CellShield Team o e o B 3
| [ ~d Show/Hide Comment L@ uﬂ% _ @Proted and Share Workbook
2y Show All Comments b ¢ Allow Users to Edit Ranges
15 Next g ) Unprotect Protect Share -
i-> Show Ink| Sheet Workbook Workbook Ig# Track Changes ~
Comments Changes
3:A103 using # for characters 1 to 3, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:18:44 AM By
F G H I ] =
Column Start Row End Row Comment Audit (]
-9]{4\b A 3 103 I Action: Masked A3:A103 using # for characters 1 to 3, User: tupanu\rpekarch, Time Stamp: 6/16/.
-9]{4\b G 1 101 Action: Encrypted G1:G101 using enc_fp_aes256_alphanum, User: tupanu\rpekarch, Time Stamp.
-9]{4N\b G 1 101
-9]{4}\b G 1 101
™ Logging = a X

Action: Encrypted 3:103 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2
Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:1
Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2
to Email youmame @gmail.com Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2
Enable SSL [yue Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2

e  Splunk DataDog Email L

from Email  |youmame @amail.com

Email Subject |CellShield Logs
Is Body HTML
Mail Server smtp.gmail.com
Username  [youmame @gmail.com Update JSON Configuration

[=3 q
F

Port

Batch Posting Limit [1p

Period (Minutes) |5

RestrictedtoMinimumLevel [g

Enable Logging Disable Logging Restore Default Log (ﬁ I R '

Total Data Management
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h = D
CellShield EE Roadmap @ L B O

Search Extract Mask Report

New in Version 2 (Released Q3’20) What’s Planned for Version 3 (2022)

Faster multi-sheet, and full-sheet masking Support for other hardware platforms

Improved audit logging, with a configurable logging
framework that allows for feeds to Splunk, Datadog,
Email, and files. Selected ranges and error messages Integration with Azure key vault for managing

may also be logged. encryption keys

New intracellular functions, including encryption, Integration with Active Directory for IAM
decryption, pseudonymization and restoration

Searching and masking of UTF-8 data types FPE for multi-byte characters

New Autoprotect form for simple bulk remediation Additional masking functions (e.g., blurring)
Encryption/decryption of formulas Automated masking through macros

Charts to display search results graphically Support for sheets in Azure (like DarkShield)

CIRI
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IRI DarkShield

What DarkShield Does <o) [1] B= B

Search Extract Redact Audit

e Simultaneously scans, extracts, and de-IDs or deletes PII (and audits actions) in all supported file formats

e Handles PII floating in semi/unstructured text, MS/PDF documents, BLOB columns, and NoSQL collections

e Finds faces or defined data classes tied to RegEx patterns, lookup sets, NER models,and/or image regions

e Builds, saves, and re-uses semi-supervised, machine learning models in project or cloud repositories

e Blacks-out Pll in images, blurs faces, and applies of encryption (including FPE), pseudonymization, hashing,
encoding, bit scrambling, redaction, or erasure functions for PIl in text files and documents

e Writes masked files atop originals, or to different folders with the same file names and formats

e Shows search, remediation, and model training job status via real-time progress bars

e Shares search methods and masking functions with IRI FieldShield and IRI CellShield EE

e Generates logs of all values found or masked, along with IRI-compatible metadata for Bl, queries, etc.

e Creates graphical, interactive displays of search and mask results, or hand-offs log files to Splunk

e Runs in IRl Workbench with other IRI and Eclipse tools, from the command line, or via REST API

CIRI
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IRl DarkShield

Granular Sourcing/Targeting @ ] == (>QOD

Search Extract Redact

I
[
I

Search Matchers

Add and remove Data Class search matchers.

Library Location: ; darkshield

Matcher Type Rule

EXPRESSION =...
EXPRESSION =...

Data Source Data Target

Data Class Gro...
Data Class

Specify the URI of the input data source. Specify the URI of the target data source.

Type: |File System Type: SMB

URL: | DarkShield-Demo

Path: | /public/ |

File Exists: | Override vl
[ Flatten
["]Keep last modified date

Directory: | C:/Users/cosort/Desktop/demos/DarkShield-demo/Test_Documents| | Browse...:

[Include]:

[Exclude]:
Recursive
File Types:

Email Messsage (.eml) A Al
Excel 2003 (xls) :‘
Excel (xlsx) Select None |
Offline Outlook Data File (.ost)

Portable Document Format (.pdf) 3

Finish

Cancel

® o ][ e

Use the DarkShield dark data discovery wizard to find sensitive data in
unstructured data LAN-wide (or in S3), mask it, and re-target the results

" CIRI

Total Data Management



IRI DarkShield

A

Extract

[@ workspace - IRI Devel ~ DarkShield/DarkShieldOutput.sql - IRl Workbench - CAIRIworkspace o) wess)

File Edit Navigate Search Project Run Window Help

ey dﬁ‘é@'r'(é'g' 'a'*'ﬁ—":f"ﬁ?'(}"{' quck‘—'kcciss:@{

¢! DDDReport.scl [, DarkShieldOutput.sql 2 = O || M search_output.xt £2
Connection profile PHONE_INTERNATIONAL | 3742|slideShow 1, slide 2, slide-content 2|di+
PHONE_INTERNATIONAL|3@56|slideShow 1, slide 3, slide-content 3|di
Type: [Ovacle_ll '] Name: [Oracle v] Database: Status: Connected, Auto Commit PIN_US|723-64-2357|slideShow 1, slide 8, slide-content 8|dmitry|-
PHONE_INTERNATIONAL[7779|slideShow 1, slide 5, slide-content 5|di|~
< T »
& Console | [T Properties | " Scheduler | =) SQL Results 52 x % | E] ‘ P v =0
Type query expression NAME RESULT SPAN OWNER REGULARITY LINKAGE READONLY HIDDEN FILESIZE DATECREATED DATEMODIFIED DATEACCESSED FILEPATH FILETYPE =
Status Operatic 1 PHONEINTE... 727 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
v/ Succee SELECT | 2 PHONE_INTE... 444 Pag.. dmitry true false false false 61611 2018-04-05T..  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
3 PHONE_INTE... 6593 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf =
4 PIN_US 194-67-09... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
5 PHONE_INTE... 321 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf |
6  PHONEINTE.. 3333 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
7 PIN_US 367-54-23.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
8  PIN_US 123-45-67... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
9 PHONENTE.. 205 Pag.. dmitry true false false false 61611 2018-04-05T... ~ 2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
10 PHONEINTE.. 3433 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
11  PIN_US 987-65-43... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
12 PHONE_INTE.. 142 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
13 PHONE_INTE.. 456 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
14 PHONE_NTE.. 7777 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
15 PIN_US 103-81-23... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl1.. /home/.. pdf
16 PHONEINTE.. 321 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
17  PHONE_INTE.. 555 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
18 PHONEINTE.. 1212 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
19 PHONEINTE.. 12345678.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
20 PHONEINTE.. 14725836.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
21 PHONE_INTE.. 78945612.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
22 PIN_KOREA 040392-5.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
23 PIN_KOREA 120486-7... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf -

<« [ » | & Some records are hidden

‘ Displayed 1 of 1 results: 1 succeeded, 0 failed, 0 terminated, 0 warning, 0 critical error

Optionally and automatically extract all of the values you
searched for (think GDPR data portability or CCPA DSARS), plus
the metadata associated with the files containing those values.

Total Data Management



IRI DarkShield

{ )*example-redacted.json =

. Bl

. L

. "first_name": "Jeanette

. "last_name": nddreth

. “gender": “Female”,

R Commerce Bank

L "ip_address™: "26.

§§ "phone_numbers”: [ 1000 Walnut

. { Kansas City MO 64106-3686

. "type" : “personal

E A N A—

§§ ? 0701 Ogdsobii Kg.

“type” : "office”, Xlots Ltet, UW 89090-8827,

§§ "number”: “EEFEEFEREEREEEFRS

}

L Primary Account Number: 489671137

%E “transcript”: “Hey, email me gt FFFFFFrErEssEEEErreeees” Bank Statement

§§ If you have any questions about your statement, Statement Date: June 5, 2003
. = “Giavani”, please call us at 816-234-2265 Page Number: 1
L "last_nam "Frediani”, — —

§§ "emai e b CONNECTIONS CHEGKING Account # 489671137

§§ ?xml version="1 encoding 1 Account Summary Agcount # 489671137

. . : <Root>

§§ "ip_ <Customers> @ Beginning Balance on May 3, 2003 $7,126.11
<Customer CustomerID= > Deposits & Other Credits +3,615.08
. i <CompanyName>Great Lakes Food Market</CompanyName> Crshivg:hdiagalzgoeﬁifs . -Zg-gg
. - = CATA i = o eck Card Purchases ebits -0.

gf R \NHTID’*******f***</NHTID' Withdrawals & Other Debits -0.00
. <ContactName>Michael Johns</ContactName> Checks Paid -200.00
5 <ContactTitle>Marketing Manager</ContactTitle>

o 5 Ending Balance on June 5, 2003 $10,521.19
L <Phone>(503) 555-7555</Phone> 9

Apply width-preserving redaction, blackout, deletion, encryption,
pseudonymization, and other data masking functions to protect
Pll and comply with data privacy laws like the GDPR.

CIRI
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IRI DarkShield

Image File Redaction = @%

or Value Replacement o Search  Extract  Redact Audit

... or Test Value (RowGen)
at his touch of a certain icy pang along my blood. “Come, sir,” said I. . .
“You forget that I have not yet the pleasure of your acquaintance. Be S n t h e S I S I n to I m a e S O r
seated, if you please” And I showed him an example, and sat down y g

myself in my customary seat and with as fair an imitation of my or-
dinary manner to a patient, as the lateness of the hour, the nature of

my preoccupations, and the horror I had of my visitor, would suffer D O C u l I l e n tS
" ==

me to muster.

“Ibeg your pardon, Dr. |l he replied civilly enough. “What
you say is very well founded; and my impatience has shown its heels @
to my politeness. I come here at the instance of your colleague, Dr. =)
I o @ piece of business of some moment; and I under-
stood...” He paused and put his hand to his throat, and I could see,
in spite of his collected manner, that he was wrestling against the

approaches of the hysteria—“I understood, a drawer...” JOHN SMITH
But here I took pity on my visitor’s suspense, and some perhaps
on my own growing curiosity. | ——
“There it is, sir,” said I, pointing to the drawer, where it lay on the 50" A e o
floor behind a table and still covered with the sheet. e Sady 43017 Qiv Cooidy 1 Sor G Cp iy ALt
— He sprang to it, and then paused, and laid his hand upon his Jane Smith s mn’ ey e ‘f‘ o B i | o Tonet snet it

A e o e

heart: I could hear his teeth grate with the convulsive action of his Fifty Twe and 25100 o - . )
jaws; and his face was so ghastly to see that I grew alarmed both for ' ;

o ouv: 99 999 999 oups:00 1 tedglass? heask GIE
1

his life and reason. : Trare Sereplt e || w2
“Compose yourself,’ said I. ! . - Vil R IDUS ¢ LSS IV Lo dpamsls

2, e o SR NATAY, BN\ Wi 7,78 B RATAY. R 2 T i /BN /A ;:adful Sﬂ]ile to me, crorrs W - [ ~
| way the sheet. At si : [ 3 st [ .
‘ / 5 ’ y the sheet. At BMP, s/ s e A
| h immense relie ~ - i Jaly 4, 2017 .
‘ ennfylvasia per CO wir Semple Check s na # e Sample Check
i |silPA.com USA g, | voice that wasaln DI M ot Vinglred endd b calt B 0 dgme Seish T oy v v Gy
| v x oo Fifty-Tws and 23/200 S m=
3 } Y 10 [

s oos: 08/04/1975 el Tma S ' o4
E E Tehre St - Lenducasing = -
4nE)|(P: |2810512023 siss: 03/01/2019 | 2 smiling n JPX, PNG, | e ¢ | e o s | e s o
2 YVONNE ) MIRA cture and added ¢ Y e | Syreena Stranis 9059 " Marx Schardim
123 MAIN STREET fstofareddishin - @nd TIFF, e e 2 o e

Jaed 2007
y 4, 20! o 4

. ¢ p—— s Clork it
alone orin dane Smich s mn? | o Mo ——B e o | | mmclemeSmih
92 END: NONE

=~ M“”\‘ P Fifty-Two u-‘rzmoo
12 RESTR: NONE docs like

z 3 : MPLE [
DL P T e+
N PDFsand == o e

ol ST o) Word! O IRI
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IRI DarkShield

DICOM Medical Image
De-ID / Anonymization

DAVIDSON DAVIDSON DOUGLAS (37y) - 7/13
DOUGLAS 1/1

Before DarkShield:

7/13/2013 8:59:57 AM
XR CHEST AP PORTABLE f
CR: 1 series

Subject ID Study UID

SN

CRNZOVOX
AUMISTY

After DarkShield:

XR CHEST AP PORTABLE f
CR: 1 series

Search Extract Redact Audit

Semi-Upright
Portable

XRCHEST AR PORTABLE for Doug

Study Description St

292821506 2.25.10646195478329164104825442366895644619 XR CHEST AP PORTABLE for Douglas Davidson
292821506 2.25.10646195478329164104825442366895644619 XR CHEST AP PORTABLE for Douglas Davidson
339833062 2.25.541629416691863029175036346640219638 NA

Semi-Upright CRNZOVOX A

XR CHEST ARRORTABLE for Axodquq Wmhpz,

3rd Party Analysis Data Description URI Subject ID  Study UID Study Description Study Dat (\
NO httpsdoi.org10.7937s17z-r072 703523712 2.25.106461990375634587137034423668956446198 XR CHEST AP PORTABLE for Axodquq Wmhpzjex  7/13/201 ' I R ’
NO httpsdoi.org10.7937s17z-r072 703523712 2.25.106461990375634587137034423668956446198 XR CHEST AP PORTABLE for Axodqug Wmhpzjex  7/13/201

o httpsdoi.org10.7937s172-r072 204498801 2.25.541629416691863029175036346640219638  NA 7/5/200 Total Data Management




IRI DarkShield

—. N
Deletion Function @ L] B e,

Search Extract Redact Audit

1G] New Data Rule Wizard )

New Data Rule Wizard Selection
Create deletion functions. g

4 (= Masking Rules
25 Blur Functions

Q) De-identify or Re-identify Function IRI FieldShield, DarkShield & CellShield and other
s features in Voracity combine to comply with GDPR

«" Encryption or Decryption Functions
Hashing Functions

@0 Redaction Function

42 Pseudonym Replacement

Jx String Manipulation Functions

(and thus CCPA, KVKK, etc.) provisions like:

e Discovery and De-ldentification of Pll and PI

\ e Theright to be Forgotten (via erasure like this)
Library Location:  DarkShield-Demo v
Library Name: iriLibrary.rules — . . .
N s e Data Portability (via extraction and reformatting)

[] Overwrite existing rule with same name as above

e Data Rectification (via discovery and cleansing)

Cancel

@ < Back Next > Finish |

CIRI
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IRl DarkShield

Search & Mask via 0 = &

Colu

mn & Path F|Iters Search Extract Redact Audit

Search Matcher y
Match Data Classes or Groups to a Data Rule.

Name: EmailMatcher

Description: | Redact only client emails|

Allows the user to take the column, segment, or

Data Class Name: | EMAIL Details: | Data Class Browse... | | Create... 0
key-value pair structure of an Excel sheet, CSV,
Rule N 3 DataRedactionRule | Details: EXPRESSION = repla | B ... | | Create... .
e DR R IR, prack "] | Brovee. | | Crose HL7, X12, JSON or XML file -- or JDBC-connected
ke DB column names -- into account in searches to:
Details Type Add...
e L Eat. e Ignore fields that do not match the filter
. ‘ » Remove...
Filter 4
C:eateafi\terforﬂltering content that will be searched. .* UF Ll Increase SearCh Speed’ and narrow the Scope
: of the search results
: Down
| (®) Range from 2 to[s
(_ In(lud'mg this value Dlncluding this value cance|
O Literal entry i
Add totable MSH| A~\&|VA StarLIMSv1@ Prod”"2.16.840.1.114222.4.3.3.2.2.4*ISO|VA PHL Richmond”2.16.840.1.114222.4.1.9977*1S0|¢
PID|1||987654321"**HospitalSystem&2.16.840.1.114222 . XXX&ISO*MR | | SLKOZAFZPXDVH | MOMMAIDENONE | 798684589276-7989 | F |
Preies: [ ngis NK1]|1]|SLKOZAIZNN|MTH Mother*HL70063| 0047 Lmzu Aenigi*Yhvozgzg UT~96981|* 2180475693861 | | N*Next-of-Kin*HL7013:
1 ORC | RE | XXXXX"HospitalSystem™2.16.840.1.114222 . XXX*IS0|555550001*VA PHL Richmond”2.16.840.1.114222.4.1.9977*1S0|
Fignore First 0BR| 1| XXXXX*HospitalSystem”2.16.840.1.114222.XXX*1S0|555550001*VA PHL Richmond”2.16.849.1.114222.4.1.9977~1S0|°®
[ Filter by Row SPM| 1| XXXXX&HospitalSystem&2.16.840.1.114222 XXX&IS0"555550001&VA PHL Richmond&2.16.840.1.114222.4.1.9977&IS0| |
@ _OK Cancel I ‘6 I R I

Total Data Management



IRl DarkShield

Relational and NoSQL
Database Supports

Data classes and filters can also be
used to find and mask the PII within
unstructured text columns in
relational tables via JDBC drivers, or
in CosmosDB, DynamoDB, Google
BigTable, MongoDB, Cassandra,
Elasticsearch, Redis, Solr, and
Couchbase collections/clusters.

Combine table filters with XML or
JSON path filters to pinpoint and
mask PIl in unstructured XML or
JSON text within RDB columns.

DarkShield can also automatically
detect, search and mask binary data
(images and MS/PDF documents)
embedded within BLOB columns of
JDBC-connected RDBs.

O

Search

Extract

— K K

§D

—_]—

J

Redact Audit

File Edit Navigate Search Project Run Window Help

W new_schema_search.darkd...

platform:/resource/...ema_search.darkdata

\ BESE@-L-F-¢-8-8- 4~

v @ Document Group: new_schema_sez A

v @ Rdb Table "public”."client"
v @ Rdb Row 1
W Table Cell name
W Table Cell email
W Table Cell address_xml
W Table Cell notes
W Rdb Row 2
W Rdb Row 3
W RdbRow 4
W Rdb Row 5
WRdbRow 6

< >

1] Data Source Explorer
0% &€/l B
v & DarkShield (PostgresQL v. 12.2.0)
v [J darkshield
[ Authorization IDs
v [ Schemas
&8 information_schema
88 pg_catalog
58 public
v B target
(J Dependencies
[ Sequences
(13 Stored Procedures
v [ Tables

[@ URL Connection Details a X
URL Connection Details ?
Select options for the connection. If the port is the default port for the scheme, it does not have to be entered.
Name: | Customers| ‘
Scheme: ELASTICSEARCH (DarkShield only) A
Host: ‘ localhost ‘
Port: | 9200 |
Cluster: l elasticsearch ‘
Authentication
[[] Add user name and password to connection string
@workspace - darkshield-rdbs/new_schema_search/new_schema_search.darkdata - C:\Users\dimak\Desktop\workbench-0617\workspace - IRl Workbench - X
PO Q- Q ig@
- |2
W new_schema_search.search - 2
- (22
Search Criteria Details
=
Name; new_schema_search 5
Description:
~ Database Schema Sources/Targets
Source: | dtp-jdbc;/DarkShield?schemaName=public&include=clients Edit.
Target: | dtp-jdbey/DarkShield?schemaName=target Edit...
v Search Matchers
Name Details Type Rule Add...
NameColumnMatcher ALL Data Class EXPRESSION = enc_fp_aes256_alpha. -
EmailMatcher EMAIL Data Class EXPRESSION = hash_sha2(${FIELDNA. e
AddressMatcher ALL Data Class SET = "C:/Users/dimak/cosort/sets/a... Remove.
NamesNerMatcher NAMES NER Data Class EXPRESSION = enc fo aes256 alpha.. v
EH clients 52
123 id  Abc name Abc email Abc address_xml Abc notes il
1 Ethan Nunez nunez@ya.. <?xml version="1.0" encoding="UTF-8" standalone="no"?> <address> <address>3516 Annabelle St.</.. Hello, my name is Ethan Nunez ...
2 Ariana Mckee mckee@ya... <?xml version encoding="UTF-8" standalone="no"?> <address> <address>6170 Jessica Pl.</add... Hello, my name is Ariana Mckee...
3 Alexandra Webster alexandraw... <?xml version encoding="UTF-8" standalone="no"?> <address> <address>696 Adam Dr.</addre.. Hello, my name is Alexandra We...
4 Jacob Edwards iacobedwa... <?xml version="1.0" encodina="UTF-8" ="n0"?> <add) dd 039 Retha St.</addr... Hello, my name is Jacob Edward... ¥
[ clients_masked ¢
123 id  Abc name Abc email Abe address_xml Abc notes ~
Dujus Ukeqp ihFXohoSv... <?xml version="1.0" encoding="UTF-8" standalone="no"?> <address> <address>62 Wendy Cir.</addr.. Hello, my name is Dujus Ukcgp ...
2 Zlmrxi Qrmzb CW3uMpp... <?xml version="1.0" encoding="UTF-8" standalone="no"?> <address> <address>491 Bird Dog</addre... Hello, my name is Ariana Mcke...
3 Pjrizmbew Glixsha  ZKNON2s0... <?xml version encoding="UTF-8" standalone="no"?> <address> <address>147 Mint Ct.</addres.. Hello, my name is Alexandra W...
4 Dkagr Fhsolgb 0kM4/P1r4... <?xml version="1.0" encoding="UTF-8" standalone="no"?> <address> <address>36 Florida St.</addres... Hello, my name is Dkagr Fhsolg... ™

[ clients masked

< >

Selected Nothing

589M of 2347M

o

CIRI
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IRI DarkShield

NER & NLP with o D= @
MaCh|ne Learnlng Search Extract Redact Audit

. . NER Model Build - o IEN
DarkShield supports both pre-trained & B
. S ised Traini <, v
OpenNLP Name Finder models or new :pe':s: d,"“fh'"jt Q_
Named Entity Recognition (NER) models
that you can build and train inside its e R
semi-supervised machine learning dialog. g A » A
Taylor Y

L. ) . Wolf 3 ; Short Unsigned 2
This iterative process improves the < W > s v
accuracy of searches for names and other [Search

Reject Threshold: | 0.400 <
nouns based on their Natural Language it

0 . Training Output
ProceSSIng (NLP) ConteXt In Sentences 97: ... loglikelihood=-174,3988424763766 0.9995161971033588 A

98: ... loglikelihood=-173.40661828956087 0.9995161971033588
99: ... loglikelihood=-172.4313049617349 0.9995264907820107
100: ... loglikelihood=-171.47243327422234 0.9995264907820107

The DarkShield APl now also supports v
Tensorflow and PyTorch NER models.

Compare this search method to other @ < Back Next > Finish Cancel
DarkShield search methods, like pattern
and lookup matches, path filters, or

bounding-box areas (for images). ((: IRI

Total Data Management




IRl DarkShield

I = VA
Facial Detection & Trained @ L =
Facial Recognition Masking  search  Extract  Redact ~ Audit

DarkShield can detect faces in any image and blur (all of) them,
or just those it recognizes from your trained library of faces.

CIRI

Total Data Management



Documented RPC APlIs
@Syyagger

wdty SMARTBEAR

DarkShield API % =

eld.yam

: /api/darkshield/searchContext.create

| /api/darkshield/searchContext.destroy

| /api/darkshield/searchContext.search

; /api/darkshield/searchContext.mask

| /api/darkshield/maskContext.create

; /api/darkshield/maskContext.destroy

/api/darkshield/maskContext.mask

: /api/darkshield/searchContext.mask

— 3k % K K OQD
=] v
Search Extract Redact Audit

Host a context which can be called whenever a search operation needs to be performed. The Context contains a list of search matchers that will be used to
match on the text. Multiple contexts with the same name cannot be created.

No parameters

Request body reauired application/json v ‘

The Search Context.

Examples: Create a Search Context with a mix of matchers. v

“name”: "MixedMatcherContext",
“matcher: [
{
“name":
“type": .
“pattern”: "\\B[\\W._%#-1+@[\\W.-1+\\. [\\W]{2,40\\b"

“EmailMatcher",

“"name": "NameMatcher",

“type" .
“modelUrl": “"http://opennlp.sourceforge.net/models-1.5/en-ner-person.bin"

curl -X POST "http://localhost:8080/api/darkshield/searchContext.mask” -H "accept: application/json" -H "Content-Type: application/json” -d
“{\"searchContextName\" : \ "MixedMatcherContext\", \ "maskContextName\" : \ "MixedMaskingContext\", \"text\":\"Hello, my name is John Doe and my email address
is johndoe@gmail.com.

Request URL

http://localhost:8680/a) chContext.mask

Server response

Code Details

2oy Response body

: [
Hello, my name is Wazz Edk and my email address is BqJAGRzCAWdtqXb3tINBGB/RgNo3y+QKdOMsCjZsghM=. "

26,
dResult": "Wazz Edk",
: “FpeNameRule",

"BqJAORZCAWd tqXb3tINBGB/RgNo3y+QKdOMsCiZsghM=",
HashEmailRule,

1
"unmatchedAnnotations”: []

IRI
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Masking of Cloud Files

A

|—|_—| —
——

>

Audit

@ Show deleted blobs

September 23, 2021, 11:33:44 (UTC-04:00)

Search Extract Redact
masked-bucket Google
OBJECTS CONFIGURATION PERMISSIONS RETENTION LIFECYCLE ﬁ @

Buckets » masked-bucket IQ
Cloud Storage
UPLOAD FILES UPLOAD FOLDER CREATE FOLDER MANAGE HOLDS DOWNLOAD DELETE
™ masked-container
Microsoft Azure
-~ l~ h (Ctrl+/) I ¢ " Upload () Change access leve () Refresh Blob Sto rage
J Overview Authentication method: Access key (Switch to Azure AD User Account
Location: masked-container
Y Diagnose and solve problems
o a - . e prefx ( e-sensitive)
masked/
Object Properties
Objects (3)
Objects are the funda a ttie d a an use Am.x.’cnS}inv:vloryE:_ et o list of sll obgects in your bucket. For others to access your objects, you'll need to plecitly grant them p
c Actions ¥ } ’ Create folder ‘
Q
Name B Type v Last modified v Size v
B example.csv csv September 23, 2021, 11:33:42 (UTC-04:00) 29708
B testjson json September 23, 2027, 11:33:43 (UTC-04:00) 541.08
B testxml xml 646.08

‘ 3 Copy S3 URI

amazon
S3

s. Learn more r_,)‘

Storage class

Standard
Standard

Standard



IRI DarkShield

DarkShield Search & Remediate Analysis

& -

Audit

EML (eml) Excel (xds) Excel XML {xisx) OST (ost) Filetype Total

.
Easily query, analyze, and

15 files (4.50%) 35 files (10.51%) 35 files (10.51%) 12 files (3.60%) EML (emi) 10 (66.67%) 5 (33.33%) 15 (100%)
format the results of search — = ot isuzoo oo aaow

i P 30 (8571%) 5(1429%)
. 20 files (6.01%) 5 files (150%) ppt 62 files (18.62%) e T S G

20 fles (6.01%) ;
and mask operation throug me demEm i
Rich Text (rtf) Text (xt) Word (doc) Word XML (docx) PowerPoint (ppt) 2(4000%) 3(60.00%) 5(100%)
. . . 10 files (3.00%) 4files (120%) 30 files (9.01%) 20 files (6.01%) PowerPoint XML (ppt) 0 (0.00%) 20 (100.00%) 20 (100%)
built-in reports and this — s SN [
XML (oaml) JSON (json) ‘ TR Deselect Rich Text (rtf) 10 (100.00%) 0(0.00%) 10 (100%)

15 files (4.50%) 50 files (15.02%) Text (i) 4(100.00%) 0(0.00%) 4(100%)

graphical display. i e -

Or, export DarkShield log
data for visualizations in BI
tools like DataDog, or

to SIEM environments like
Splunk ES, shown here.

It is also then possible to
take actions through the

Splunk Adaptive Response |
Framework or a Splunk ' '
Phantom playbook.

it



https://www.iri.com/blog/data-protection/darkshield-splunk-es/
https://www.iri.com/blog/data-protection/darkshield-alerts-from-splunk/
https://www.iri.com/blog/data-protection/splunk-phantom-playbook-masking/

DarkShield Benefits

1.

o &

© XN

Combines PII discovery, delivery, deletion, and reporting in multiple unstructured source
formats into one or more ergonomic operations

Allows pattern reuse and stacked search methods for easier and more accurate results
Consolidates multiple right to be forgotten and data portability requests into the same
find/fix operation through literal names or lookup-file matches

Supports multiple drives, nodes, and threads for searching and masking work

Can operates in the same Eclipse job design and metadata environment, IRl
Workbench, with related data governance and management activities or via OpenAPI
Features affordable licensing options (standalone, bundled, or free in Voracity)
Compatibility with IRI FieldShield and CellShield data masking functions

Parameter serialization and modeling for easy job modification and batch execution
Integration with IRI RowGen to synthesize and insert test data into images, docs, etc.

Development Roadmap

More unstructured format support, including A/V and proprietary/packaged apps
Additional ergonomic convergence with structured and embedded data sources

Plug-in integration with more SIEM tools beyond Datadog, Splunk ES, and

Phantom Playbooks which are now supported, like IBM QRadar and SolarWinds
Retrofitting new API features into IRl Workbench wizards @ I R ’

Total Data Management


https://www.iri.com/solutions/data-masking/gdpr
https://www.iri.com/solutions/data-masking/static-data-masking/overview
https://www.iri.com/blog/test-data/generating-test-data-in-pdf-and-images/

IRl DMaa$S

Data Masking as a Service
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IRI DMaaS

What is DMaaS? @ ==,

Search Extract Mask Report

e |IRI Data Masking as a Service (DMaaS) is a professional service engagement

e DMaaS makes use of the proven IRI ‘shield’ software products described above

e Certified IRI experts classify, discover, and de-identify Pll of concern in supported silos
e Also available: HIPAA re-ID risk scoring and anonymization, and ‘fake PII’ for testing

e IRl services are performed under a SoW with NDA, BAA, or other data security terms
e Source data that cannot be sent is accessed via VPN or secure public/private cloud

e Data is only accessed by IRI engineers in the US or certified partners like Capgemini
e All data access, classification, discovery (search) and masking operations are logged
e Billing is hourly or daily, with project rates available; IR| software costs are subsumed
e Customer is responsible for payment of cloud infrastructure of their choice

CIRI
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IRI DMaaS

User Profiles

e DBAs and sysadmins responsible for PAN, PHI, Pl or other sensitive information
e Sites needing standard data classification and consistent masking functions

e CISOs without sufficient internal IT resources to do this work internally

e Data governance and C-suite officers subject to compliance audits

Use Cases
RBS / Tesco (PCI DSS)

o Produced and implemented custom encryption for testing data in M&A

Confidential (HIPAA)
o Cataloged and de-identified protected health information

University of Adelaide (Privacy Act)

o Data classification, search, and de-identification of Pll in massive
PeopleSoft financial, HR, and campus test data schemas in Oracle

CIRI
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IRl RowGen

Smart Test Data Generation

Also available with IRl Data Protector or
Manager Suites, and the IRI Voracity Platform



What RowGen Does

e Creates synthetic but realistic random and random-real test data simultaneously

e Improves DB prototypes, application quality, benchmarking, and outsourced operations
e Uses standard DB DDL, production file, and custom metadata to define layouts

e Preserves structural and referential integrity of real EDW DBs for testing

e Produces data in any type, structure, volume, value range, and if condition

e Synthesizes composite data values and custom (master) data formats

e Generates computationally valid and invalid NID (Codice Fiscale, etc.) SSNs, CCNs

e Sets and graphs test data value distributions (linear, normal, random, etc.)

e Applies common attribute rules (like lookups) rules for pattern-matched field names

e Filters, transforms, and pre-sorts test data while it's being generated

e \Writes loader metadata and perform direct path loads for test DB populations

e Builds test flat-file and custom/structured detail and summary report targets

e Subsets and masks databases automatically for test purposes

e Provides SDK functions for generating test data in Java apps and Hadoop

e Works with RDB, IRI, and third-party metadata, plus many CI/CD, cloning and TDM tools

CIRI

Total Data Management



IRl RowGen

Synthesize Only w/ DB Data Models or File Metadata

Build Test Data for:

o RDBs

o ASNA1

o CLF/ELF

o COBOL

o CSV/TSV
o FHIR

o Images

o HL7

o Excel

o Hadoop

o JSON

o LDIF

o NoSQL DBs
o PDF Forms
o X12

o XML

-0~ Q-

Quick Access || 5 | [@ @

® Pattern Library: iriLibrary
K Patter: CompanyName
4 [# iriLibrary.rules
4 i Rule Library: iriLibrary
» ¥ Rule Matcher Catalog: RowGenFlow|=
4 # Field Rule: SetRule
A Field Rule Property: SET
A Field Rule Property: NAME
@ Notes.html
>[5 representations.aird
42 RowGen_Test_File_Data [workbench-demos r
b (% grades
b (£ scripts

File Edit Diagram Navigate Search Project Run Window Help

RG-S B AV it-0-Q-i

[ Project Explorer 52 BSs v= 0O ]
:»L-_%‘ NextForm_Multi_Table_Migration [workbencl 4 ||| & *saved-example 53 ‘ & *Entity Relational Diagram 52 ‘
M s 7 £
Akalnggs;n_TesLDB_Data [workbench-demos n - > Jlog-%iv| @ O -w- 2 &~ 8] K
4 = i |
» i DM.sqlschema [P E— | — mf:::::vmumunww o m‘:x ’::muuwm 108 CODE UNIQUEe = =
&} Six Table Relational Diagram.png .N e A e 2“-::.
b (% saved-example ” § oxssss
o s st
b (5 set files PITeR TR
b (& setup ‘: el
4 [ iriLibrary.patterns | s sacy e nin —

[8%7 & - O

[ 2 blogt.rl 2]

& "bloghac 51

0} cloim_number.set
() compound_data values.set
0} diagnosis_code.set

© ¢ Generated with T8I Workbench - New Enpty 355

# author: chaitalin
# Created: 2021-09-05 08:18:41

0} procedure_code.set o

© fouTeiLeareport. csv
pRocss:

JFIELD=(CREATE_DATE, TYPE-ISO_TIMESTANP, POSITION=

5 [2) representations.aird
0 stte_cityset
Bl

(eSS repiace chors 3oty ooy 1y 3y oo
JEIELO-(PaTEENT 00RESS, TPeohLPuAoTeT
v [FiELo=(CITY, Tipeedl

1 ata Source Explorer 23 | S0

G| 5 |®|md|B E||
> [ PS_AUDIT_ECAFT_UOA ~

> [ PS_CERT NAME UOA

> [E PS_CUST_ADDRESS

> [ PS_CUST_CNTCT_PHN

> [ PS_CUST_CONTACT

> [ PS_CUST_CONVER

> [ PS_PERSONAL_DATA| i

DIGIT, POSITI

JOUTELLEwreport-in-3son.json
ssoas0u

CREATE _DATE, ‘TYPE-ASCII, POSTTIC

TYPE-ALPHA DIGIT, POSITIL
P DIGIT, POSTTIONSE, SEPARATOR:

, SEAATOR" ", SETClain nusber et SELECT- , e
, ser=([ 1561-21-01 60

JFIELD (CLATILINEE, TYPESALPHA DIGIT, POSITIONL, SEPARATORS
=3, SEPARATOR=", ",
_NAYE, TYPE-ALPHA DIGIT, POSITION-:

\_DIGIT, POSITION=3, SEPARAI
place chars et G, 'K, 1, ), TYoLALbia DiGET, PosTIoNeEs PR i) s

2) Z
, POSITION:7, SEPARATC

ALPHA DIGIT, POSITIONS) SEPARATORL", ",
PHA ARATOR:
JFIELO-(oR e, TYPEnLPRA STEAT, POSTTION-AS, SEPARATORS, FRA

sepamaTon", - e street_ sdaresses. et SeLECT-aw £
2], )

irlibrary.rules
K Weemse st = /INFILE=randon,_file_placeholder
() middie_nameset ROCESSLRANOON
[0 names firstset /IncoLLEcT-10

CLATNWHBER, TYPESALPHA_OIGIT, POSITIONsL,
i nemes s ot CREATE DATE, TYPELTS0 TIRESTANS, POSITION
2 new joburcl 7 NAME, TYPE-ALPAA_DIGIT, POSITI
2 new_jobuscl IPIEONPATIET FITST i, TYPEALPIDIGH, OSITIONS, Sepsmarons”

Jeten n_geN("MASTER_CARD", *."), TYPE=ALPAA DIGIT, POSITIONsS, SEPARATOR:
2 new job2.scl (SShansEid gen us iy, TVPEALPAA DIGH, POSTITONE, SEPARATOR. s
2 new job22scl JFLEL DL (PATCENT ADORESS, TYPELALPRALEGET, POSTIONS
B seCompourdiiaed JFIELDL(CITY, TYPESALPHA DIGIT, POSTTIONS3, SEPARATO city.set”
2 JFIELOS(STATE, TYPE=ALPHA DIGIT, POSITIONS3, SEPARATOR=",”, SE

0 newEmailset FEeLon(or N, TYPEeALPRA_SEGAT, POSITIONL1e, SEPMRATOR", s SETL(-NTAT, T
@) phoneset

(CLALA PSR, TYPE-ALPYA DIGLT, POSITION, SEPARATORS",", FRMMES"", JOEFe"patient.Clo
"\, i

PATIONT_FIRST SR, TYPEAALPUADRGET, POSTTIONS, SCPARATORC , FRANEA", JOEF--rotient Firat
7, seoaironet,

a
JFIELO (PATIENT_A0ORESS, TVPELALPWA_DIGIT, OSTTIONT ssmurm-”,’, mns

 SET-nmes first, et SELECroANy , s
=

_city.set” mz

Sy %y T
oS v iTiv

M-|te|a~-[@lewemX%|[B7A-a|-

00 , 20201231 23:
‘SET="names_last.set" SELECT-ANY , FRAME

Frane-"

POSITION-6, SEPARATOR-"

COEF="07_NANE")

unber®)

Input Data

random_file_placeholder

Section Options.
(3 Process: RANDOM
@ incollect: 10
3 ls: randomf_placenolde |

G
G PN oomess
Gor

G

G oRnae

COMPANY_NAME

report-in-json json

ent. Create_oa
- oEFacratient.Lost an

ane")
eestient.credit_cord')
atient. s

")
I0EFa"Patient. Location. Address” v
>

> [ PSRC_SCCPI106_UOA ([ reporsal 0|
» [ PSRC_SCCPITOSAUOA [

5 [ PS_VENDOR_ADDR Connection profile
> I3 PS.VENDOR ADDR_PHN Bpe: | Oracle 11

| Nome: | Overflow12c COSOF | Datopase: |ORC v | status: Connected, Auto Comr

> [ PS_VENDOR_CNTCT
> [ PSVNDR BANK ACCT

G clam nuvsER

@ oRNAME

Section Options
B Process: ISON

reporti

& cumnuvee

CIRI
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> [ REPORT L 5 2
> gz—“m“'” ) Console {2 Problems | (] Properties | Scheduler | & Error Log | = SQL Results 2 B IEEIEN
> 3 S EMPLOYMENT.DTL Sz
> 1 S MEMBER Status CLAIM_NUMBER  CREATE DATE PATIENTLASTNAME  PATIENT FIRST NAME  CREDIT_CARD SN PATIENT_ADDRESS DR NAME A
> [ SMEMBER_DTL v/ Succ 1 20906346133 1982-10-11...  Stjean Renee 5314-7253-9... 1501 Lowry Ave N None.
> B SALE 2 20613088382 1959-10-12.. Cross Alton 5247-2695-3. 810 Race St None
> B SMALL OPERACION 3 7B 1911218 Wiser Horacio 255 Rose Garde.. None

> O UserDefned Functions 4 e aneen T i Pt P i

< > ||« > Total 20 records shown

Synchronized diagram

a




IRl RowGen

DB Subsetting, Masking Optional

Included table subsetting and test data generation wizards facilitate DB
and EDW prototyping, as well as test data virtualization for DevOps.
Masked and referentially-correct copies of production table extracts ensure
that production data is safe and test data is realistic. Run these batch jobs
from IRI Workbench or Value Labs TDH, the command line, or Windocks.

Data Extraction Stage
Tables selected: 1

Data Loading Summary

Select the subset targets and view selected tables and their relations.

The batch file and scripts will be generated using this information.

Connection profile: [ Oracle Local Summary:

Connection profile: | Oracle Local

Extractor: ODBC

Table selection:

[C] SCOTT.ORDERS_OE
[C] SCOTT.ORDER_ITEMS_OE
[C] SCOTT.PERSONS

[C] SCOTT.PROJECT_DIM
[C] SCOTT.REGIONS_HR
SCOTT.SALE_DIM

[[] SCOTT.PRODUCT_INFORMATION_OE

[ ] SCOTT.SUB_CATEGORY_DIM

Schema name: [SCOTT DSN Name: Oracle_Local12_32
Sort Vendor: Oracle
. Provider: Oracl:
Expand and select the fields to sort. If you want t (iutput mode CREATE H’:s‘g ::tho’;::ﬂﬂz
|| Disable direct path load Instance: ORA12
Input Fields: [V] Temporarily disable foreign keys on tables before insert aecscait
[[Jinclude a drop table script for tables created in this job Rule info:

4 V7 Infile SCOTT.SALE_DIM

R Alias: SCOTT_SALE_DIM
@ Process ODBC

& SALEID
(& SALE_DATE

Rule name: FieldRedactionRule

Naming options

Unless using a different schema or database, outputs must have a different name than inputs so t|
overwritten.

Select the naming option and then enter the appropriate prefix, postfix, or name.

SCOTT.DEPT_DIM.DEPT_NAME
SCOTT.EMP_DIM.EMP_NAME

SCOTT.ITEM_DIM.ITEM_NAME

[ suB SCOTT.PROJECT_DIM.PROJECT_NAME

Source tables:

SCOTT.CATEGORY_DIM.CATEGORY_NAME

SCOTT.EMP_SALARY_RANGE_DIM.RANGE_NAME

SCOTT.ITEM_PRICE_RANGE_DIM.RANGE_NAME

Field Modification Rules

Add and remove field modification rule matchers.

idually (using the schema above) and entering the new name below.

New Name
SCOTT.SUB_SALE_DIM
SCOTT.SUB_CATEGORY_DIM

Library Location: | Subsetting

SCOTT.SUB_SALE_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_CATEGORY_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_DEPT_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_EMP_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_EMP_SALARY_RANGE_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_ITEM_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_ITEM_PRICE_RANGE_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_PROJECT_DIM does not exist in load target. A DDL will be created.

Name Prefix

SCOTT.SUB_DEPT_DIM
SCOTT.SUB_EMP_DIM

Details Table Dependency Tree]

Type

i Emp

MASK_S{FIEL...

SCOTT.SALE_DIM

EXPRESSION = replace_chars(S{FIELDNAME},"*"),... SCOTT.CATEGORY_DIM

EXPRESSION, ...

Name:

Original: ! SCOTT.SALE_DIM v

SCOTT.DEPT_DIM
SCOTT.EMP_DIM

SCOTT.EMP_|

Separator:

SCOTT.EMP_SALARY_RANGE_DIM
SCOTT.ITEM_DIM

SCOTT.PROJE|
SCOTT.ITEM,

v

[[] Check Only

[ SCOTT.SUB_SALE_DIM

Hew SCOTT.ITEM_PRICE_RANGE_DIM

SCOTT.PROJECT_DIM

SCOTT.CATE|

Loader: ODBC
Vendor: Oracle

)

Provider: Oracle
Host: pathogen:1522

H Next > Ei Instance: ORA12

User: scott

Schema: SCOTT




IRl RowGen

User Profiles

Anyone doing DB testing, app development, stress-testing, or benchmarking, including:

o Developers (programmers)
o DBAs and DW (ETL) architects
o Analysts and consultants

Use Cases

Bank of Montreal

o Generates safe, realistic 20GB Oracles tables with RI for query testing

MasterCard Peru

o Synthesizes PAN and PlII in files to support OLTP and app testing

Transitive UK

o Simultaneously creates and transforms data to test cross-OS virtualization

CIRI

Total Data Management
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Key Differentiators

1. Big data generation and population performance for flat/EDI files, RDB and
NoSQLDBs, Data Vault 2, HL7/X12, ASN.1 CDR files, XLS/X spreadsheets,
and even images and documents (via DarkShield API)

2. Embedded CoSort pre-sorting engine speeds VLDB |oads

3. Synthetic data that’s broader and safer than real data via multiple methods:
https://www.iri.com/blog/data-protection/making-realistic-test-data-production

4. Concurrent test data manipulation (transformation) and custom report outputs

5. Simple, portable, and modifiable test data generation and auto-built
DB loader scripts, all managed visually in Eclipse, and easily integrated
Into TDM pipelines and products (see next slide)

6. Metadata compatibility with IRI DDF, erwin SmartConnectors, and MIMB:
to facilitate test data generation for 3rd-party Bl, CRM, and ETL tools

CIRI

Total Data Management


https://www.iri.com/solutions/big-data
https://www.iri.com/solutions/data-integration/etl/load
https://www.iri.com/blog/data-protection/making-realistic-test-data-production/

T\NUVV

What’s New in RowGen

Recently Added Development Underway
Ability to generate Data Vault test data Random direct DB column lookups
New email, CCN and NID generators Target support for Parquet, et al
Output to Excel sheets and ASN.1 files Provisioner for Splunk test data
Integration with Windocks and VL TDH KNIME node test data integration

Work with DarkShield for test data in images  Work with DarkShield to populate test forms

IRI offers four methods for producing safe, intelligent test data in referentially
correct database, flat-file, semi-structured file, and formatted report targets:

1. Production data masking/ in IRI FieldShield or IRI Voracity

2. Database & masking in FieldShield or Voracity
3. Synthetic lata creation (via random generation/selection) in RowGen or

Voracity
4. A of the above techniques in Voracity

CIRI

Total Data Management
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TDaaS & TDM Options

1. Test Data as a Service (TDaaS), a remotely provided professional engagement
leveraging RowGen or any of the data masking and subsetting features described
above to provide highly customized test data without licensing or learning new

technology.

2. Run IRI CLI jobs in CI/CD pipelines like Jenkins, GitLab, Azure DevOps, AWS, etc.

3. Run IRI jobs with these DB virtualization tools, which call our scripts at cloning time:
a. Actifio

b. Commvault

c. Windocks
4. On-demand TDM web apps are tightly integrated with IRI software too, including:
a. Cigniti BlueSwan

b. ValueLabs Test Data Hub (TDH)

CIRI

Total Data Management


https://www.iri.com/blog/test-data/db-subsets-in-jenkins-pipeline/
https://www.iri.com/blog/test-data/building-test-data-in-cicd-pipeline/
https://www.iri.com/blog/test-data/test-data-azure-devops/
https://www.iri.com/blog/data-protection/masked-test-data-in-an-aws-codepipeline/
https://www.iri.com/ftp9/pdf/FieldShield/Actifio-FieldShield-DBClones.pdf
https://documentation.commvault.com/commvault/v11/article?p=20380.htm
https://www.iri.com/blog/data-protection/iri-windocks-test-database/

L

Learn and Share

|IRI Data Masking Solutions |IRI Test Data Solutions

Data Masking How-to Articles Test Data How-to Articles
LinkedIn Data Masking Group LinkedIn Test Data Group
|IRI Mask/Test Tech Talk Videos Voracity Platform Resources
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https://www.iri.com/products/data-masking
https://www.iri.com/services/training/courseware#governance
https://www.linkedin.com/groups/4528678
https://www.linkedin.com/groups/4528720
https://www.facebook.com/IRI-The-CoSort-Company-183807705088238/?ref=page_internal
https://www.youtube.com/user/IRITheCosortCo
https://www.linkedin.com/company/iri-the-cosort-company
https://twitter.com/iri_cosort
https://www.iri.com
https://www.iri.com/services/training/courseware#TestData
https://www.iri.com/solutions/test-data
https://www.iri.com/products/voracity/resources
https://drive.google.com/drive/folders/1tFWycqi5r_BtX_9-edjJS5CpahuZ8dBP

